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Executive summary

This deliverable covers three important aspects of the CASSANDRA project: requirements of
users of CASSANDRA, business drivers and a preliminary assessment of potential benefits.
The focus of the user requirements analysis is on the identification of the following topics: 1)
relevant data gaps experienced today by stakeholders, 2) the related potentials to improve
data availability and 3) understanding of which of the CASSANDRA visions are mostly
relevant for the stakeholders of the project consortium. By means of interviews with freight
forwarders and customs administrations, this study points out what data is needed, what is
already available and the related quality degree. In particular, we show that in many
occasions, (i) data which is needed, is available but of low quality and (ii) data which is

needed is not available.

The analysis of the stakeholders6é percepti

makes clear distinctions between business and governments. The main interest of business
stakeholders concerns administrative cost reduction (especially re-use of existing data by
supporting supply chain communications), while the interest for government lies with the
capturing of consignment data. When realizing a data sharing concept, most important
aspects to be considered include: 1) development of standards to deal with the
heterogeneous IT systems of global supply chains and 2) high quality security and privacy
regimes. The majority of stakeholders in the consortium agree that the concept of system
based supervision combined with a risk based auditing approach has to be prioritized in the
future development of CASSANDRA. Yet, this concept may be difficult to put into practice
and could inevitably raise conflicts that could be difficult to sort out.

The analysis of drivers and barriers points out which factors are important to consider in
relation to the implementation of a CASSANDRA-like platform. From the viewpoint of
customs administrations we found that safety and security issues are the most important
factors influencing the adoption of an IT platform with capabilities for risk and data sharing.
Cost and efficiency issues are also relevant but less important. Hence, our first
recommendation is to develop services and functionalities that would improve the safety and
security procedures of customs administrations when feasible, and definitely not to
jeopardize them. Customs administrations perceive some relevant barriers in implementing a
system for data and risk sharing. In particular, the lack of trust between supply chain
companies and the customs administrations, lack of data standards and lack of required IT
budgets are the most important ones. From the perspective of freight forwarders, safety and
security concerns are important but less relevant than customs administrations. Other factors
such as data accuracy, better risk management, green lane benefits, legal requirements and

facilitated data transactions are the most relevant ones. The major barrier is the integration of

_fime? Page | 2

CASSANDRA

of



20120530 -Cassandra D1.2 7 v1.1 i User Requirement report and Business drivers [Public]

new systems and technologies with existing ones. Likewise, lack of data standards and IT
budgets are seen as major concerns. As a consequence, we believe that IT interoperability is
a key issue in this project. Yet, available solutions are perceived to be too expensive and are
not able to smoothly master the diverse data standards available today. Hence, our
recommendation is to develop scalable services and to allow diversifiable pricing as well as
to develop solutions that require less maintenance and cause less operating costs. Finally,
the CASSANDRA platform should demonstrate that it can master different data standards.
The analysis of potential benefits shows that, from a conceptual viewpoint, the adoption and
use of the CASSANDRA concept may lead to a reduction of risks and improved data quality.
In particular 5 groups of potential benefits have been identified:

(1) Safety and security benefits

(2) Efficiency/administrative benefits

(3) Cost benefits

(4) Potential for new services

(5) Supply chain benefits
Possible indicators that could be used to measure the impacts of CASSANDRA are identified
and clustered under two dimensions, security and efficiency. The research team of this
deliverable recommends to exploit and refine where necessary these dimensions in Work
package 5 to assess the costs/benefits of CASSANDRA.
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1 Introduction

1.1 Background

This report presents the wuser sd roktheuinnovatiiee nt s a't
concepts being developed within the CASSANDRA project. These concepts concern a new

vision towards data sharing for risk assessment based on coupling and combining different

(existing) data sources. Hence, in this report we strive to determine 1) what data elements are

relevant, 2) what are the possible practical functionalities that could be enabled in the CASSANDRA

platform and 3) what are the potential benefits for supply chain stakeholders.

Another important aspect that is considered in this report concerns the issues related to the
adoption of data sharing systems. It is commonly understood that the introduction of a new
data sharing system implies new business routines, training of personnel and other costs for
a company. Hence, the implementation and acceptance of a new system is not always
straightforward, thus requiring careful considerations within the CASSANDRA project.
Hence, business drivers as well as possible barriers to implementation should be carefully

examined.

Finally, any innovative concept that is going to be developed in the future needs to be
assessed in terms of the benefits brought to the users. The exchange of information in
supply chains has already been addressed in other contexts as a source of improved
performance and overall efficiency for business stakeholders and for relevant government
agencies. Hence, in this study we strive to unveil these benefits in relation to the use cases

developed.

1.2 Purpose of the report

The overall goal of this deliverable is to enhance the understanding of needed data
elements, business requirements, drivers and barriers to risk and data sharing, and finally
potential benefits of the CASSANDRA concept. In particular, the purpose of this report

consists of the following:

- Toidentify key requirements of potential users of the CASSANDRA system.

- To highlight what drivers and barriers are important to ensure a smooth adoption of
the system to be developed.

- To point out potential benefits that could be derived by stakeholders: including

governmental and business actors.
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1.3 Structure

This report is structured as follows:

Chapter 1. Introduction. Introduction to the report including background and
purpose.

Chapter 2. Approach. The overarching approach followed in the deliverable.

Chapter 3. Analysis of data in CASSANDRA concept. In this chapter we shed light
to the pieces of data relevant for customs administrations and business stakeholders.

Chapter 4. Analysis of statements and requirements. In this chapter we provide
requirements in terms of research questions and hypotheses that form the basis of
the CASSANDRA vision. These requirements have been collected with interviews
with representatives from supply chain companies and customs administrations.

Chapter 5. Drivers and barriers for data sharing. The central concept of
CASSANDRA is the sharing of data, including risk indicators, by means of an IT
platform. It is well known that the introduction and implementation of a new IT system
in a company or organization has to be evaluated in terms of possible benefits and
bottlenecks. In this chapter we collect data from customs administrations and freight
forwarders to highlight drivers and barriers from the viewpoint of governments and
business stakeholders.

Chapter 6. CASSANDRA concept use cases. The use cases representing the
preliminary innovative concepts forming the basis of the CASSANDRA project, are
presented in this chapter.

Chapter 7. Potential Benefits. In this chapter we derive a list of items that are
relevant for governmental actors and business stakeholders, specifically freight
forwarders. These items are used to develop a survey and collect data for the
evaluation of the benefits of one of the use cases under construction (pre-clearance).

Chapter 8. Conclusions and research questions. The results achieved in this
report are summarized and recommendations for future development are provided.

Chapter 9. References.

Chapter 10. Disclaimer and acknowledgement.
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2 Approach

This deliverable bundles the results of two tasks in the first Work package of CASSANDRA:
Task 140 on user requirements and task 150 on business drivers. In Task 140, the term
Aiuser r eq uisubjectrte multigledinterpeetations. The more classic approach to user
requirements (from IT system development perspective) is not appropriate in the project
context for Task 140 alone; as such it does not provide the project with a straightforward set
of specifications to develop a system. The role of Task 140 is much more to draft many kinds
of possible requirements from business and government stakeholders to future concepts and
filter them based on the project scope and focus to derive the relevant statements and
research questions for the rest of the project (other Work Packages, in particular WP200 to
WP600). As a consequence, the other WPs will have to conduct specific requirements
analyses in line with their research questions and the specific trade lane(s) characteristics in
the Living Labs (WP400).

The figure below describes the overall approach followed for the analyses in Task 140 and

Task 150. The next paragraphs will elaborate the different elements in this approach.

Expert worksho
P . P Interviews
& literature Customs 4 Freight Surveys
review requirements : * CBRA
Forwarders

’l’ Requ‘li’re ments ‘L /

P4

Business Government

|

Filter
(expert
Wdgement,

Filter

Project Focus
(scope) —

based on
Assumptions and

Project
WP 400
Living Labs

Hypothesis
Prioritized List List of Potential
of Statements > Costs & benefits
Research Questions Research Questions
& data & data
requirements requirements

Figure 1. Overall approach for CASSANDRA D1.2.

2.1 Identification of user requirements
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2.1.1 Main Sources

The main sources for drafting the broad list of requirements include:

Literature review. The overview of literature and sources used for the analyses is

listed in chapterl0 of this deliverable.

Expert workshops. The following expert workshops have been held in the context of

the tasks reflected | this deliverable:

o A Customs workshop, held on September 27" 2011 in Rotterdam. The
minutes of that workshop are included in the Annexes.

0 A joint session with CLECAT and the European Shippers Council, held on
February 16™ 2012 in Brussels, also resulting in a second workshop with a
selected group of members of CLECAT and ESC on the following topics:
business case considerations, liability aspects, and trust in public-private
interactions. (the second workshop comes too late to provide input for this
deliverable, but is highly relevant for the Stakeholder Engagement ambitions
in WP600).

0 A series of working meetings with key experts in the project community.

Customs requirements. An internal report has been drafted by Customs, describing
their vision on CASSANDRA and what their main requirements are in the project.

That report has been used as input for the expert sessions described above.

Surveys among Customs officers and Freight Forwarders performed in occasion of a
WCO Annual Council meeting in Brussels (21%-23™ June 2011) and a conference
organized by CLECAT (17" Nov 2011). Chapter 5 deals with an elaborated analysis

of the results of these surveys.

In-depth interviews with the four freight forwarders in CASSANDRA consortium.
These in-depth interviews have served two main purposes. To provide useful input to
the process of drafting the business requirements in this Work Package and to
design, construct and develop the Living Labs in which these freight forwarders

actively participate.

The result of this step is a structured inventory of many kinds of possible future requirements

to the conceptual development stage of CASSANDRA.

2.1.2 Project focus and filter process

Second step is to bring focus in this broad list of user requirements. The starting point for the

project focus is the Description of Work, followed by Deliverable D1.1 Compendium. It was
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recognized that these two documents give room for different interpretations, therefore a
series of internal memos from the Scientific Coordination team have been drafted to bring
additional focus to the project scope. The first Scientific Coordination memo (Jan.2012)
provides a guidance for the filtering of requirements drafted from the first step.

The approach, elaborated in chapter 4, includes a series of assumptions and hypotheses,
ranked and prioritized by a select list of experts in the project community.

The identified criteria for filtering include:

e Level of agreement with the statements

e Relevance for CASSANDRA (both from business and government perspective)
e Expected complexity to achieve the aim

e Expected impact for business and government

¢ Relevance for multiple actors in supply chain

This will result in a filtering of the broad overview of possible requirements. The outcome of
the filtering process will be validated and prioritized by expert judgment, via mobilizing a
broad range of expertise within the consortium.

The bottom part in Figure 1 deals with the filter process for the benefit analysis. By
developing use cases and examining their potential benefits it is possible to improve the
filtering process and prioritize the most cost-effective services to be developed.

2.1.3 Statements, priorities and research questions
The outcome of the filter process is a set of statements, combined with a priority indicating
the relevance for CASSANDRA (NB. This is a result of a relative comparison, i.e. low priority

does not directly imply less relevance)

The result of those prioritized statements and other analyses is a core set of research
questions offering guidance to the rest of the project while providing useful input not only to
the downstream R&D activities, but also to the evaluation task in WP500, where a more
detailed benefits analysis will be performed. Those research questions are described in
chapter 8.

2.2 Use-Cases Development

The use cases that are described in this document are a result of a first common
understanding of the CASSANDRA concepts and how these can be divided over different
O6buil ding blockso. The CASSANDRA concepts
original DoW vision and in the compendium. They were also discussed in the preparation

work for this deliverable and the preparation phase of the Living Labs (WP400). Dividing the
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concepts over different building blocks gives a framework for definition, implementation and
quantification of the concepts. The use cases that are presented in this document must be
seen as a preliminary version and as such they are still subject to change. The further
definition of the use cases will be performed as part of the Living Labs where the use cases
will be described for individual trade lanes to support implementation.

2.3 Assessment of Potential Benefits

The approach consists of the following steps:

e |dentification of relevant benefits. A first step was to identify what benefits items
are relevant for stakeholders. In this investigation we identify sets of potential benefits
for customs administrations and freight forwarders.

e Scales construction. The identified benefit items have been used to construct
scales measuring overall security and efficiency of the CASSANDRA system.

e Use case assessment. In this phase we have selected one of the use cases
developed in T140, i.e. pre-clearance, and generated a short questionnaire to
perform a qualitative and quantitative estimation of the impact of this service. The
gquestionnaire was used to collect data from customs administrations and freight
forwarders.

e Analysis of results. The results are finally analyzed and a discussion of relevant

benefits for stakeholders is put forward.
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3 Analysis of data in the CASSANDRA context: needs, availability,
guality and willingness to share

3.1 Introduction

This chapter describes the key results of the interviews with the four freight forwarders and
the contributions from the government parties (Dutch Customs and national police, and UK
Customs) involved in the CASSANDRA project concerning the needs for specific data, the
quality of data, and the willingness to share data. In the remainder of this chapter, we first
address the business perspective, followed with the government perspective. We provide a
first analysis of the data view, assessing commonalities and potential differences i based on
a framework with possible data sets. We address possible key performance indicators (KPIs)
to measure data quality and we identify some lessons learnt concerning the willingness to
share data.

In order to assess the need for certain data, the quality of data, and the willingness to share
data, interviews were organized with four freight forwarders. An analysis was made on the
data they have in their systems and the data they are missing based on an extensive Excel

sheet. In addition, the Dutch Customs wrote a brief paper to express their requirements.

3.2 Dataviewed from business perspective

In the Compendium (CASSANDRA D1.1, 2012, Chapter 2), a layered perspective of the
supply chain has been provided. To recap, the visualization is provided in Figure 3-1 below.
The governance layer from a data view will be addressed in more detail in the next section.
The transactional layer (transactions between businesses) and the logistic layer (goods and

their flows) are our point-of-departure for the discussion of the data view in this section.
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Figure 3-2: Layered model of global supply chains (Van Oosterhout, 2009)

In line with the two bottom layers, the data elements that have been investigated can be
grouped in the following sets:
1. Organizations & people (data on organizations and people involved)
Cargo carrying units (transport equipment such as vessels, containers, pallets)
Cargo and consignments
Movement and milestones (tracking, tracing and monitoring)

Container/cargo integrity

o g s~ DN

Supply chain configuration (place of origin, place of destination, port of loading, port

of discharge etc.)

These data sets are used for different purposes, encompassing a variety of processes
internally and in relation to the other actors in the supply chain. The freight forwarders
receive orders for consignments from their customers and typically orchestrate the logistics
regarding the flow of the goods: planning the shipments, arranging carriers, sometimes

providing warehouse capacity, and so forth.

During the interviews, it was confirmed that there are differences in data need and availability
depending on 1) whether the consignment/ shipment is a full container load (FCL) or less

than container load (LCL), and 2) what the Incoterms are.
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We now discuss the different types of data and some challenges in terms of data needs, data
quality and data sharing.

Data on Organizations

All interviewed freight forwarders are certified, having obtained e.g. European Union
Authorized Economic Operator (EU AEO) status, C-TPAT certification, and/or SO
certificates. Based on this, they themselves are audited, but they also follow specific
procedures. For example, before accepting orders, an assessment typically takes place and
certain organizations, types of goods and their transports from or to specific countries may
be refused e.qg. if they are on a blacklist, or if they have a bad credit status. This can be seen
as part of the risk based approach. To some extent, such assessments are automated but

they also rely heavily on human expertise to make the ultimate decisions.

Data on Cargo carrying units

Data on the container is specified while making the booking with the shipping line (e.g.
container type and container size). The container number is received once the container is
picked up at the empty container depot of the shipping line. First data on the vessel is
available from the schedule and contract, and additional information is received while making
the booking with the shipping line and receiving the booking confirmation.

Data on cargo and consignments
Depending on the type of shipment (full container load (FCL) or less than full container load

(LCL)) and the Incoterms used, the level of detail on cargo and consignments differs.

The Incoterms define the obligations and the responsibilities between the contracting parties
(seller and buyer) when they conclude an export-import contract. The following obligations
normally are part of the export-import contract and these are translated into physical actions

and rendered per Incoterm*:

Obligations and transfers of responsibilities:
1. Provide the goods according to contract, pay the price
2. Arrange for licenses and formalities
3. Arrange for contract of carriage and transport insurance
4

Arrange for delivery and receipt

! Sourcejncoterminology 2010, Piet Roos

JWIHDLL Page | 14

CASSANDRA



20120530 -Cassandra D1.2 7 v1.1 i User Requirement report and Business drivers [Public]
5. Transfer of risk
6. Division of costs
7. Transfer of information (including accompanying documents)
8 The Sellerdés receipt (to proof selleros
9.

inspect the goods
10. Mutual assistance of seller and buyer to each other for minor obligations

The resulting physical actions are:

© ©® N o o bk~ w0 DdPRE

A < e =
n W N R O

Notification

Bearing risks

Loading (of container)

Executing pre-carriage
Arranging export declarations
Handling outgoing container

Executing main transport

. Handling incoming container

. Executing on-carriage

. Unloading (of container)

Packing (of pallets and boxes)

Arranging transport insurance

. Arranging other border formalities

. Arranging import declarations (clearance and duty payment)

Check the packaging, marks and numbers, measurements, weight, quantity and

A vital moment is when the seller has fulfilled the obligations to deliver, which coincides with

the moment when the transport risks are transferred from the seller to the buyer. The

following table depicts where this risk transfer takes place, depending on the Incoterm used.

Duties of seller according to Incoterms 2010

Loading on truck Export-Customs | Carriage to pert of Unloading of truck in port| Loading charges in | Carriage to port of | Unloading charges in Loading on truck in Carriage to place of Insurance Impert customs

(carrier) declaration export of export port of export import port of import port of import destination clearance
EXW Buyer Buyer Buyer Buyer Buyer Buyer Buyer Buyer Buyer A Buyer
FCA Seller Seller Seller Buyer Buyer Buyer Buyer Buyer Buyer ' Buyer
FAS Seller Seller Seller Seller Buyer Buyer Buyer Buyer Buyer w Buyer
FOB Seller Seller Seller Seller Seller Buyer Buyer Buyer Buyer " Buyer
CFR Seller Seller Seller Seller Seller Seller Buyer Buyer Buyer A Buyer
CIF Seller Seller Seller Seller Seller Seller Buyer Buyer Buyer Seller Buyer
DAT Seller Seller Seller Seller Seller Seller Seller Buyer Buyer NiA Buyer
DAP Seller Seller Seller Seller Seller Seller Seller Seller Seller NiA Buyer
CPT Seller Seller Seller Seller Seller Seller Seller Seller Seller NA Buyer
CIP Seller Seller Seller Seller Seller Seller Seller Seller Seller Seller Buyer
DDP Seller Seller Seller Seller Seller Seller Seller Seller Seller NIA Seller
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Figure 3-3: Duties of seller according to Incoterms 2010 (Source: Wikipedia?)

With regards to the Incoterms used, there is a difference on the time when information
becomes available to the freight forwarder. Depending on the role of the freight forwarder
and his connection to either seller or buyer, he has direct access to the required data or,
needs to organize this. The Ex Works (EXW) Incoterm places the maximum obligation on the
buyer and minimum obligations on the seller. The Ex Works term is often used when making
an initial quotation for the sale of goods without any costs included. EXW means that a seller
has the goods ready for collection at his premises (works, factory, warehouse, plant) on the
date agreed upon. The buyer pays all transportation costs and also bears the risks for
bringing the goods to their final destination. In case of Ex Works, information is received
relatively quickly by the freight forwarder (representing the buyer) (at container loading at the

consignor). The packing list is available when picking up container and documents.

In case of Free on Board (FOB) the seller arranges transport to loading port itself and
prepares export customs declaration. Documents (packing list) are received by the freight
forwarder (representing the buyer), once the container has been loaded on the vessel. In
case of FOB, the costs and risks are divided, when the goods are actually on board of the
vessel.. The term is applicable for maritime and inland waterway transport only but NOT for
multimodal sea transport in containers. The buyer must instruct the seller the details of the
vessel and the port where the goods are to be loaded, and there is no reference to, or

provision for, the use of a carrier or forwarder.

In case of Cost and Freight (CFR) information availability to the freight forwarder
(representing the buyer) is relatively low and available upon arrival of the goods in the port of
discharge. In case of CFR, the seller must pay the costs and freight to bring the goods to the
port of destination. However, risk is transferred to the buyer once the goods are loaded on
the vessel. CFR is used for maritime transport only and Insurance for the goods is NOT

included. This term was formerly known as CNF (or, C&F).

Data on movements and milestones
Tracking, tracing and monitoring appears to take place mostly using milestones data,
regarding e.g. the planned and actual departure and arrival times at the ports. In most cases

this concerns indirect data, received or retrieved from the shipping line (and not the terminals

? http://en.wikipedia.org/wiki/lncoterms
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themselves). The status of discharge and release of container numbers are retrieved from

shipping |lines6 systems (portal s) ton,dfettefromv ai | ab

the terminal, would be of interest, particularly for planning the transport to the hinterland upon
arrival in the port. This planning process could be improved if the unloading schedule was
known in advance, rather than just receiving a message that the container is on the dock.
Such data are currently more difficult for the LSPs to obtain, except for CASSANDRA partner
BAP, which works closely with the Felixstowe terminal and transports the containers via in-
port traffic to their Felixstowe location.

Data on integrity

For specific consignments, e.g. of high value or for consignments that have to be transported
under certain conditions (like frozen goods), the freight forwarders (want to) use smart
container seals and RFID and receive an alert in case of an integrity breach. The
interviewees had different opinions on this topic: some only see value in tracking and tracing
with such devices if there are also options to act upon the data that become available, others
do not see a clear business case yet, and some are very keen to apply such devices. In case
the value is higher than can be reasonably insured, monitoring the integrity of the cargo

becomes an important need.

Data on Supply chain configuration

Information on the supply chain configuration is usually only available from the direct
partners. All freight forwarders in CASSANDRA consortium have internal processes in place
to assess their partners business health (to certain extent) and sometimes also to assess the
quality of the cooperation. Information about subcontractors of these business partners is

usually not available.

3.3 Dataviewed from government perspective

The exchange of data between business and government agencies, as represented in the
interplay between the transaction layer and the governance layer of Figure 3-1, is driven by
regulatory requirements and has taken shape in the form of paper-based documents that
have partially been and are currently being replaced by electronic document sharing, e.g.
through Single Window solutions. (CASSANDRA Compendium, 2012, Chapter 7; Van Stijn
et al., 2011a; Van Stijn et al., 2011b).
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Based on the current legislation, Dutch and UK Customs have made a first overview of the
essential data elements that would need to be available in the data pipeline. This list is
presented in table 3-1 below. On EU level the data requirement for the entry summary
declaration are available in Annex 30A of the Customs Code Implementing Provision (CCIP).
Annex 37 (CCIP) indicates all data elements that must be reported for import and export
declarations on EU level. Apart from that EU list, Customs in every country is allowed to add
info to the basic set of data according to the national regulations. In general, AEO certified
parties can report based on a smaller set of data elements. Depending on the country of
destination, other regulations and requirements may apply, such as 10+2 rule for US-bound

shipments.

Category Data Elements

1. Organizations & |- Carrier
People - Consignee

- Consignor

- Declaration Date

- Preference data

- Licensing data

- Notify party

- Person lodging summary declaration

- Declarant/Representative/Principal/Importer of
record/Applicant ID number

- Signature / authentication

2. Cargo carrying units | - Container Nr (equipment identification number)
(transport equipment, | -  Conveyance reference number
container, - Gross Mass (kg)

- Inland mode of transport (origin)

- Identity and nationality of active means of transport at
departure (e.g. vessel identifier)

- Identity and nationality of active means of transport on border
crossing (e.g. vessel identifier)

- Identity and nationality of active means of transport at arrival
(e.g. vessel identifier)

- Mode of transport at the border

- Inland mode of transport (destination)

- Transport document number

3. Cargo and | - Calculation of taxes
Consignments - Consignment weight (Net mass)

- Country of Origin

- Commodity Code (HS Code)

- Goods Description

- Number of items

- Goods Item number

- Item value (price)

- Invoice currency

- Total amount invoiced

- Exchange rate

- Nature of transaction

- Delivery terms

- Location of goods

- ldentification of warehouse (export/import)

- Number of packages (cartons, packages)
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Category Data Elements

- Other specific circumstance indicator

- Shipping Marks

- Transport charges method of payment code
- Type of packages

- UN Dangerous Goods Code

- Unique consignment reference number (CRN)
- Valuation method and statistical value

- Declaration procedure

- Declaration type identifier

- Quota (box 39)

- Deferred payment

4. Movement and
milestones (Tracking,
tracing and
monitoring)
5. Container/cargo - Container integrity*
Integrity - Container security device (CSD) number (if applicable)
- Seal number
6. Supply chain | -  Country of export (origin)
configuration - Country of destination

- Country(ies) of transit (routing) code

- Customs office of exit

- Customs office of entry

- Date and Time first place of arrival

- First place of arrival code

- Place of loading code [sea carriage]
Place of unloading code [sea carriage]

*to be dlscussed in the course of the CASSANDRA project.
Table 3-1 Essential data-elements from government point of view

Data on organizations, cargo and consignments

Problems with lack of visibility from Customs perspective on buyer-seller relationship exist
especially in case of LCL containers, where multiple consignments are carried in one
container. For FCL the visibility is much easier to achieve since one shipment equals one or
multiple containers. For LCL, the challenge is that commercial trade data (set of purchase
orders) is consolidated into one transport shipment (or transport order). This poses all kinds
of challenges on capturing these links, capturing the right source data at the right moment
and responsibilities. In case of LCL shipment the master bill of lading refers to the freight
forwarder as the shipper, e.g. DHL China (for shipping line and Customs). The sea-carrier
sends at least 72 hours before arrival at port of discharge® a summary declaration i.e.
Customs manifest, which is an important basis for risk assessment by Customs. But also in
the role of consolidator (LCL), the freight forwarder/LSP is never the owner of the goods.
This means that the responsibility for data quality is an important and interesting point of

discussion.

® This concerns the agreement with Dutch Customs
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The major concerns with the current data that are exchanged are that it is not always clear
from the formswhost uf fed the container, whatos 1in
along the chain, etc. In that sense, the data that are available are not necessarily fit for

purpose. Additionally, the quality is rthashuced

that they are original and reliable source data (Hesketh, 2009; Hesketh, 2010; Van Stijn et
al., 2011b). So the issue is first with the data requirements and their fithess for use in risk
assessment and second with the data quality of the provided information. Improvements
need to be suggested within the CASSANDRA project. The data pipeline is envisioned to be
a supporting tool for these issues, especially in providing higher quality data. This will be

elaborated in section 3.4 of this report.

The research has not involved other governmental agencies, which may also be involved in
the supply chain, for example when agricultural or food products are being transported and
imported. Depending on the opportunities in the Living Labs, the research may be expanded
in this area. This would also be of importance in the light of the full potential of the data
pipeline in terms of coordinated border management (CASSANDRA Compendium, 2012,
Chapter 7).

3.4 Analysis of the data view

3.4.1 Data (Quality) Gaps

With regards to every single data element and every stakeholder in the supply chain an

analysis can be made on data needs, data availability and data quality. Five possible states

can be distinguished, illustrated in Figure 3-4 below:

(1) Surplus of data (no need for data, but data is available with a relatively high quality). This
can cause (security) risks, for instance data on cargo description and cargo value
become available to a carrier.

(2) Aligned (there is a need for data and it is available with a high quality)

(3) Surplus of data (no need for data, but data is available with a relatively low quality). This
can cause (security) risks, however these are relatively low given the low quality of the
data.

(4) Data quality gap (there is a need for data and it is available, but with a relatively low
quality). For instance data on cargo description and cargo weight is available, but
relatively late or from an indirect source.

(5) Data gap (there is a need for data and it is not available). For instance knowing the exact

moment for container ready for pickup at the terminal could help the freight forwarder to
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improve the planning of the on-carriage and reduce waiting times at the port of discharge

terminal.

The objective of the CASSANDRA data pipeline concept is to move data states as much as
possible from state five and state four into state two, while avoiding states 1 and 3 by
implementing proper data security and authentication measures.

C

1

.. || Surplus

= I

] of data
2 0 O
= ©
3 " 8. 3
< S| Surplus
© of data
<
i
©
o 2

No Yes

Data Need

Figure 3-4- Possible states of data need, data availability and data quality

Most of the data gaps which were mentioned in the interviews concerned type 4 data states
i.e. lack of data quality. Here lies the biggest challenge (and promise) of the CASSANDRA
concept. We observe that the data quality may vary, based on different characteristics, such
as how the customers and other supply chain actors capture the data (e.g. manually or via e-
mail, EDI, or web service), the number of stakeholders involved and the Incoterms used
between the seller and the buyer. All freight forwarders reported examples where data were
not delivered to them on time, consistent, etc. and how this affected the process flow in the
governance, transaction and/or logistics layers. Figure 3-5 shows a cause-effect diagram for
typical data quality gaps as mentioned during the interviews. A distinction can be made
between unintentional causes for problems with data quality (such as the use of specific
Incoterms, manual data capture) and intentional causes for problems with data quality (such

as fraud or smuggling)®. Problems with data quality will have effects in the governance,

* These intentional causes were not mentioned or discussed during the interviews.
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transaction and/or logistics layers. The list of causes and effects mentioned in figure 3-5 is

not meant to be exhaustive.

Unintentional Causes

Shipment characteristics

- Ad hoc shipments

- LCL shipments

- Shipments from smaller
shippers

Contractual Relationship

- (lack of) agreements

- duration of relationship

- Incoterms used

Supply Chain characteristics
- Shipments with feeders and
smaller carriers

Problems with data (quality)

Access

Accuracy

- Differences in container weight

Effects

In Governance
Layer:

- Security Risks

In Transaction

[Public]

PRI SIS ‘ gvg?:il?rweﬁ?gt?éﬂicgrtsous weight at e
Data ca?'éure and ICT use physical control) - Improper Customs
- manual data capture declarations

- (lack of) availability of I0S (such -
as port community system)

Human Errors -
- e.g. wrong packaging/ labelling
of consignment

- loading container on wrong
vessel

Wrong cargo type
In Logistics layer

- loading container
on wrong vessel

Mismatch of naming (places,
vessels etcetera),

- Mismatch of numbers and

codes - Inefficient planning

Timeliness - Inefficient use of

Intentional Causes containers

- Fraud

- Theft

Smuggle
Terroristic objectives

- Delays in receiving information,
such as container milestones

=

Figure 3-5: Cause-Effect diagram on data quality gaps

It is important to note that for most data elements, the freight forwarder is typically a data
collector, who brings data from different sources together, rather than being the original
source or owner of the data. This also has consequences in terms of liability. The liability for
data quality and its consequences should be a topic of further research in the CASSANDRA
project. This dependency on other providers of data in the supply chain also affects the data
guality, where the freight forwarder assumes the data it receives is correct. Part of the data is
manually re-entered by the freight forwarder into their own system, with the possibility of
errors i again at the cost of data quality. Data obtained from long-standing customers that
are connected through their own systems, may have a much higher data quality than from
first time customers. Although the freight forwarders are not responsible for the content of the

data, they all reportedly benefit from higher data quality.

Correcting type 4 data quality gaps requires a lot of additional manual work. Some freight
forwarders apply measures to decrease errors and mistakes, e.g. by system-based controls
in the web services for correct entry of an address. Typically, the freight forwarders try to

reduce errors such as those mentioned in figure 3.4, push for timeliness, and so on, but

__fimm?
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improvements can still be made. CASSANDRA could reduce type 4 data quality gaps on the
basis of applying separate data sources for cross-referencing of data (such as matching of
loading and unloading events with tracking data) and making data from the source available
to authorized users in an earlier stage of the process chain.

The following type 5 data gaps were mentioned during the interviews with the freight
forwarders:

(1) Estimated discharge time from vessel

(2) Ready for pick-up at terminal

(3) Gate-in and gate-out information directly received from the terminals

(4) (Forward looking) risk assessment data

An important type 5 data gap for Customs, as mentioned during the interviews, is lack of
visibility on the buyer-seller relationship, especially in case of LCL containers, where multiple
consignments are carried in one container. On the underlying House Bills of Lading i which
are produced by the freight forwarder/LSP i the actual consignor/consignees are mentioned
(on the basis of the packing list and invoice). This information could be shared by the freight
forwarder to Customs in an earlier stage. In the US, Customs and Border Protection (CBP)
already requires the underlying House B/Ls. The House Bill of Lading is sent to the recipient
(or its representative) after payment has been received. This document is then used to
collect the goods at deconsolidation point.

3.4.2 Data Quality KPIs

Data quality and information quality are at times used interchangeably, but both are different

concepts. It goes beyond the scope and purpose of this deliverable to fully clarify the

difference. In brief, data designates 6 r a w6 , unconnected items (quant.i
the term information relates to answers to questions or statements about situations or facts

(Eppler, 2006). Data then becomes information when it is either related to other data or is

organized in a way that gives them meaning for the recipient (Bharosa, 2011).

Based on Lee et al. (2002), Bharosa (2011) describes information quality in terms of number
of dimensions (for an overview and examples see tables 1-3 and 3-2 in Bharosa, 2011). With
respect to the topic of CASSANDRA, the following information quality dimensions seem
relevant (some are aggregated):

1. Accuracy is defined as the extent to which the information represents the underlying

reality.
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2.

Timeliness is defined as the extent to which information is sufficiently up-to-date
(most recent) and on time to enable the tasks it is used in.

Believability (characteristic of the information; is it credible) and reputation
(characteristic of the source of the information)

Relevance concerns whether information can be applied and is helpful to the tasks it
is used in. This is also related to the quantity (amount) of information; ensuring the
right relevancy level for specific stakeholders avoids information overload or
underload.

Completeness concerns that information is not missing and contains all (breadth and
depth) that is needed for the tasks it is used in.

Format is related to representation of information. It can be related to systems (can it
be processed) and humans (can it be understood). Related to format is
interpretability, which refers to the use of clear and known languages, symbols, units
and definitions.

Consistency is related to the representation in the sense that information needs to be
in the same format and have the same value in all occurrences of the same
information to avoid confusion in the use of the data (e.g. in decisions).

Availability and accessibility; the latter can be considered a quality characteristic of
the system, impacting the availability of information, which concerns whether
information is available when it is needed or can be retrieved in time and in the right
format.

Correctness of information concerns whether information is without error

The following KPIs on data quality appear to be most applicable in the context of
CASSANDRA:

(1) Availability and accessibility (related to type 5 data gaps). This could be measured in

terms of n% of data el ements avail abl ebo

(2) Accuracy (related to type 4 data gaps)

(3) Correctness (related to type 4 data gaps). In terms of the data pipeline, this relates to

(4) Timeliness (related to type 4 data gaps). This could be measured in terms of

(5) Consistency. Thi s coul d be measured in terms

questions such as if data should be verified or validated before it is put into the

pipeline; this can be based on information about the source of the information.

data el ements avail able on timebod

consi stent in di fferent data sourceso.

i %
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3.4.3 Full visibility requires linking of reference numbers
Several reference numbers will need to be linked to each other to gain visibility on different
shipment levels. A first set-up is shown in figure 3-6. Especially for LCL containers the

correct link between containers and shipments (consignments) is crucial.

3 HS i ; i
= Transit Customstems split)
g Code
O]
o= Customs
O a
Item
import N
EXport ) @
Bulk cargo %
: Transport
Product Cargo Container Means
g Item
©
-
S
Q
2]
£
a Packaging Stuffing Load
stripping Discharge
Consignment
~~
S &
58
-
< Billof Lading
% -c% FCL containerontains1 or more cargo itemeeferringto 1 consignment
|: |: LCL containerontainsl or more cargo itemeeferringto multiple consignments

Figure 3-6: Linking of reference numbers is a requirement for visibility

3.5 Willingness to share data

Based upon the interviews, we observe that there are different attitudes concerning the

willingness to share data. The following issues are important with regards to willingness to

share data:

1. The freight forwarders have all commented that in essence, they are not the owner of
the data, so that there would need to be permission from the data owner (i.e. in most
cases the shipper/consignor or consignee) to share the data with other parties.

2. Liability, accountability and compliance are important issues in relation to sharing of
data. This relates to the question who must pay for harms and who is legally
accountable.. For the Dutch Customs also a consolidator is responsible for the goods: the
declarant is held responsible (Dutch Customs / legislation is more geared towards
horizontal collaboration) For the UK Customs only the eventual owner of the goods can

be held responsible. In case of FCL containers this is clear; in case of LCL containers this
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is unclear. In UK the Customs broker makes up the declaration, but cannot be held
responsible (English legislation is more vertically control oriented).

3. Expected benefits. Some freight forwarders may be very willing to share data, not only
to obtain benefits like pre-clearance, but also out of reputational considerations, whereas
others were more hesitant in their replies and are waiting to have a clear business case,
and appear to need more motivation and assurance from Customs that they will indeed
get such envisioned benefits.

4. Reciprocal piggy backing: The freight forwarders are also very interested to receive
data back from governmental agencies, which would help them e.g. in their planning, but
also regarding risk assessments. Regarding the latter, the Dutch police appears to have
a more open tradition, for example the sharing of risk profiles to reduce crime, while
Customs has much more hesitation. This is strengthened by EU legislation that does not

allow sharing currently.

The willingness to share data may be increased by developing a win-win solution and efforts
in the consensus-building process. In this respect, the importance of business cases and
thorough understanding of the quantified costs and benefits of the data pipeline innovation
and CASSANDRA risk based approach are considered to be essential (see chapter 5 of this
deliverable).
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4 Analysis of Statements & Requirements

4.1 Introduction

The concepts that together make up the CASSANDRA vision and project scope include
innovative supervision and information sharing, and customs innovation, trade facilitation and
improved business risk management. To provide better scoping for the next two years of the
project and to support the definition of relevant research questions, an overview of
statements and requirements was made. The statements reflect research questions and
hypothesis that form the basis of the CASSANDRA vision. The requirements follow from the
vision, coming from the industry and authorities. The requirements are generic requirements
to the solution of the project and not directly related to an IT solution.

This chapter describes the analysis of the importance of statements and requirements that
were gathered based on the CASSANDRA vision and the interviews and discussions with
freight forwarders, other business parties and customs in the first year of the project. The
statements and requirements were scored by 12 experts from the project consortium
members (experts from knowledge institutes, government inspection bodies, IT solution
providers, and standardization bodies) on a scale of 1 (low) to 5 (high). Hence, the findings
expounded in this section are primarily based on the beliefs of the CASSANDRA consortium
and need to be validated with outside experts. An overview of the statements and
requirements with their individual scores can be found in the appendix of this document.

4.2 Statements on new supervision concepts

Statements on new supervision concepts include the possibility for authorities to rely on
business risk analysis, re-use of milestones and event information, the benefits of system
based supervision and its possible combination with risk based auditing approaches. The
statements are listed in the table below. Respondents were asked to score the statements on
their level of agreement, relevance for the CASSANDRA project, expected complexity and

possibility of conflicts.

Code Description Score on
CASSANDRA
relevance
VR1 |Rely on business risk analysis; It is possible for compliance authorities to 4,25

"piggy back oné risk analysis proce
processes, SC partners and transported goods as support for and

complimentary to customs risk assessment
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VR2 |Re-use of business milestones and events; It is possible for compliance 3,75
authorites to recus e (or "piggy back ond) b
business milestones and event management to create visibility on supply

chains

VR3/ | System based supervision as part of RBA; It is possible to use system 4,73
VR4 |based control (as defined by scientific coordination memo 1) when there are
identified trusted parties, trusted data quality and control mechanisms to
distinguish between low-risk supply chains and supply chains that need further

investigation

VS1 |Trust; System based supervision gives the authorities a high level of trust in 4,00
and a guarantee of compliance of the certified organizations and business

systems

VS2 | Effectiveness; System based supervision is effective in separating less 3,36

reliable business systems and organizations from reliable ones

VS3 | Efficiency for business; System based supervision contributes to more 4,00
efficient security controls and mechanisms for business, compared to

transaction based auditing, in terms of time and costs

VS4 | Efficiency for authorities; System based supervision contributes to more 4,27
efficient security controls and mechanisms for authorities, compared to

transaction based auditing, in terms of time and costs

Level of agreement: The majority of respondents agree with all these statements (grades 3
and higher). The statement on system based supervision as part of a risk based approach
(VR3/VR4) got the highest support of the experts (=4,18) and the statement on re-use of
business milestones and event messages (VR2) the lowest support (=3,42) but the
difference is not high. On average the scores are high, but agreement of respondents differs
for the re-use of business milestones (VR2; scoring 1 and 2). Variance in the scores of
statements to rely on business risk analysis procedures and results (VR1) and effectiveness
of system based supervision (VS2) is also higher.

Relevance for Cassandra: All the statements have an average score of 3 or higher. The
highest score got the statement on system based supervision as part of a risk based
approach (VR3/VR4=4,73). Here, there is more diversity in how the statements were rated.
The statement on effectiveness of system based supervision is the most controversial (VS2
scores of 1 and 2 by several experts).

Expected complexity: The highest score got the statement about relying on business risk
analysis procedures and results (VR1=4,64), meaning that experts expect this to be the most
complex statement to translate to a real life situation. Statement VS2, on effectiveness of

system based supervision, is expected to be less complex (=3,44). Because all scores are
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higher than 3,4, it can be expected that demonstrating the innovative supervision concepts in
CASSANDRA is a challenge. One of the respondents mentioned that the concept of using
system based supervision as part of a risk based approach (VR3/VR4) is great, and in use
within real companies today. But expanding it into a multi-company / supply chain
environment is naturally a big challenge.

Possibility of conflicts: The highest score got the statement about relying on business risk
analysis procedures and results (VR1=4). The lowest score on possibility of conflicts is on
efficiency of system based supervision for authorities (VS4=2,7). The responses were most
controversial for items on effectiveness and efficiency for business of system based
supervision (VS2 and VS3; some respondents gave high scores of 5 while others gave
scores of 2). As the most conflict-prone statements we can point in addition to the statement
on system based supervision as part of a risk based approach (VR3/VR4).

Concluding remarks: From above, it can be concluded that the consortium has high belief in
the concept of system based supervision, especially when combined with a risk based
auditing approach. However, putting this concept in practice is also considered to be prone to
conflicts and highly complex, meaning a challenging task for the project partners. Re-use of
business risk assessment and event information is in general considered less reliable and
also less relevant for the project. With regard to piggy-backing, it can be concluded that
respondents tend to agree to re-use business risk analysis, but relying on this information
gives rise to discussion. Re-use of business risk analysis by authorities is also considered to
impose most conflicts. All statements on this topic score higher than 3,4 in terms of
complexity. Based on this, the development of the supervision concepts in WP200 and their
demonstrations in WP400, will be a challenge.

4.3 Statements on data sharing in a pipeline concept

Statements on data sharing concepts include the possibility to reduce administrative burden
and create win-win situations as a result of sharing data between supply chain partners and
between business parties and authorities. Also, the concept of sharing risk profiles with
business is part of this analysis. The statements are listed in the table below. Respondents
were asked to score the statements on their level of agreement, relevance for the

CASSANDRA project, expected complexity and possibility of conflicts.

Code Description Score on
CASSANDRA
relevance
VD1 Administrative burden reduction; CASSANDRA results in decreased 3,75
administrative burden for the overall SC
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VD2 Win-win Adm/Log; CASSANDRA provides a win-win situation within 3,00
business (systems) for the #Aadmini
linking operational milestones with legal and administrative milestones in a

pipeline (e.g. to support automatic billing, invoicing and payment)

VD3 Win-win Bus/Gov; CASSANDRA provides a win-win situation for business 3,91
and government by linking operational information with legal requirements
for compliance and providing authorities with visibility based on business

milestones (re-use of business milestones and events)

K1/ Risk profiles; Security can be increased when authorities share risk 3,92
B3.1 profiles with business so that business can improve business risk

assessment, processes and the supply chain

Level of agreement: Unless reduction of administrative burden is considered to be one of the
benefits of a CASSANDRA solution, the experts rate their agreement with this statement
lowest of all these statements (VD1=3,58). Highest score is for the statement on a win-win
situation for business and government (VD3=4). In general, scores are all high but deviations
bet ween r espondehighestban in the seetisn for supervision. There is less
unanimity with respect to the statement on administrative burden reduction (VD1; 3 times
rated 2). Respondents are most unanimous on sharing of risk profiles (K1/B3.1), which is
also the statement with the second best level of agreement.

Relevance for CASSANDRA: All the statements have an average score of 3 or higher. The
highest score got the statement on sharing of risk profiles (K1/B3.1=3,92) but scores for
administrative burden reduction (VD1) and the win-win situation for business and
government (VD3) are really close (being 3,75 and 3,91 respectively). The lowest score got
the statement on a win-win situation between the logistics and administrative worlds that
exist within business systems (VD2=3). There is more diversity in how the statements were
rated. The statements on win-win situations can be pointed out as controversial (VD1 and
VD2).

Expected complexity: The highest score got the statement on a win-win situation for business
and government (VD3=4), the lowest is for administrative burden reduction (VD1=3,5). The
scores seem to be distributed more or less evenly, only the variance in score of the
statement on administrative burden reduction (VD1) is slightly higher.

Possibility of conflicts: The highest score got the statement on sharing of risk profiles
(K1/B3.1=4). The lowest score got the item on win-win between logistics and administration
(vVD2=2.22) which is understandable as it suggests providing a win-win situation within
business systems. However, the win-win for business and government (VD3) is expected to

be more conflict-prone (the score is 3,67).
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Concluding remarks: It is interesting to see that although the reduction of administrative
burden was always considered to be a key benefit of the CASSANDRA solution, it is a topic
of discussion in the extent to which respondents agree and think this is relevant for the
project. Complexity and possibility of conflicts is highest when developing a win-win situation
for both business and government, meaning that experts expect that the goals of these
parties are difficult to align. Sharing of risk profiles scores high on agreement and relevance
but realization is expected to be complex and prone to conflict, because experts know this is

a sensitive point for Customs.

4.4 Requirements for the design of a CASSANDRA solution

Requirements for the design of the solution are related to the nature of global supply chains
(following from the CASSANDRA Compendium) and requirements for data capture and data
sharing from freight forwarders and Customs authorities. The requirements that are most
interesting to discuss are listed in the table below. The complete list of requirements in this
area is available in the appendix of this report. Respondents were asked to score the
statements on relevance for the CASSANDRA project, relevance for multiple parties in the
supply chain (including authorities) and expected complexity.

General design criteria for international supply chains Score

B1.1 Global scale; CASSANDRA must be uniform and feasible for SC 3,60

organizations and their stakeholders at a global scale

B1.2 Global compliance; CASSANDRA must be able to support compliance with 3,50
a combination of international and national regulations as well as commercial

contracts (Incoterms)

Bl1.4 Heterogeneous in scale and maturity; CASSANDRA must support 3,90
diversity in scale and level of maturity and their respective growth paths for
different organizations

B1.6 Heterogeneous in IT and standards; CASSANDRA must support diversity 4,00
in existing IT implementations and standards by different solution providers

while also working on international standards

B1.7 Heterogeneous in logistics networks; CASSANDRA must support all 3,30

possible logistics network structures and developments in this area

B1.8 Dynamic supply chains; CASSANDRA should support ever changing links 3,00
and cooperation between different organizations (due to continuous product

and service innovation)

B1.10 Heterogeneous in collaboration; CASSANDRA must support a diversity in 4.00
level of collaboration (and thus also existing levels of data sharing) between

supply chains partners and in business-government interaction
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General design criteria for international supply chains Score
B1.12 Heterogeneous in logistic services; CASSANDRA must be able to support 3,45
a variety of logistic services that are offered in the industry (e.g. FCL and
LCL) that demand different risk profiles and categories, compliance and
security regimes
Data capture and Data sharing (Pipeline)
C1 Reliable data capture; CASSANDRA must capture data about the goods 4,45
and their movements along the chain accurately and from the most reliable
source available (e.g. at container consolidation point/consignment
completion point)
VR6 Data quality and data richness; CASSANDRA must be able to identify best 391
quality source data and have data validation mechanisms in place
Cc2 Complete data capture; CASSANDRA must capture and combine data to 4,36
provide users a high quality view on the supply chain (as is defined by their
visibility requirements)
C6 Real time data capture; CASSANDRA must capture data about the goods 3,00
and their movements as much as possible in real time, starting with initial
order from buyer to seller, to create full supply chain visibility
vD4/ Open standards; CASSANDRA must use open standards to facilitate 3,90
VvD7.1 agreement on connectivity, data exchange and business conditions which
means the solution should be managed in an open way, without restrictions
in use and predefined relations with a single supplier
vD4/ IT independent; CASSANDRA must be independent of any specific IT 3,36
VvD7.2 solution or commercially offered IT service since this will prevent vendor
lock-in and increased costs
B2.4 Security and privacy; CASSANDRA must be able to support variations of 4,18
security and privacy requirements that organizations use in sharing
information with partners and third parties
B4.2 Trade facilitation; Sharing of information with government must result in 4,18

clear business benefits (trade facilitation) such as pre-clearance (green lane)

Relevance for CASSANDRA: The highest score got the item on reliable data capture

(C1=4.45), followed closely by requirements on heterogeneity in supply chains in scale and
maturity (B1.4), IT and standards (B1.6) and collaboration (B1.10), data quality and data

richness (VR6), complete data capture (C2), open standards (VD4/VD7.1), security and

privacy (B2.4) and trade facilitation (B4.2). The lowest score got the requirement on support

of organic business growth (=2.90). Also items on real time data capture (C6) and dynamic

supply chains (B1.8) did not score high (=3). There is some controversy with respect to the
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items on global compliance (B1.2), heterogeneity in collaboration (B1.10) and logistic
services (B1.12) and on whether the CASSANDRA solution should be IT independent
(VD4/VD7.2) (substantial differences in scores).

Relevance for multiple actors in the supply chain: The highest scores got the items on global
compliance (B1.2) and heterogeneity on IT and standards (B1.6; both 4.60), followed closely
by requirements on global scale supply chains (B1.1=4,44), security and privacy (B2.4) and
trade facilitation (B4.2; both 4,50). The lowest scores were for the requirements related to the
support of a variation in commercial products and the capturing of meta data. Although it is
important to note that there is some controversy on the point of meta data. The experts also
have opposing opinions on data quality and richness (VR6), open standards (VD4/VD7.1)
and IT independency (VD4/VD7.2).

Expected complexity: The highest score unanimously got the item on supply chains of global
scale (B1.1 =5). Relatively high scores got the items on global compliance (B1.2=4.90),
heterogeneity in logistic networks (B1.7=4.50) and dynamic supply chains (B1.8=4.70). The
lowest score got the requirement on IT independency of the CASSANDRA solution
(VD4/vD7.2=2,89). High variety in answers could be observed for this requirement as well.
Concluding remarks: Requirements that were considered both very relevant for the project
and for multiple actors are the ability to deal with heterogeneity in IT and standards, security
and privacy and trade facilitation. Capturing reliable and complete data is considered very
important for the project and this is not strange, since it is a key element in the vision. Real
time data capture was however considered substantially less important. This can be
explained, because real time data capture can be interesting for some data elements, but is
certainly not necessary for all. Several respondents have asked how CASSANDRA
should/could monitor data quality. Having a solution that is IT independent and which uses
open standards is on average rated neither important nor unimportant, but the variance in the
answers is really high (=1,83), also compared to all other scored statements and
requirements. Having a solution that is usable in global supply chains and supports global
compliance is considered important and complex and several respondents have added

comments to say that they think this aim is too high for a single project.

4.5 Functional requirements for a CASSANDRA solution

Functional requirements for the solution are more specific than the design criteria and are
especially related to different types of data, data storage and the use of data in for example
dashboards and risk assessment. The requirements that are most interesting to discuss are
listed in the table below. The complete list of requirements in this area is available in the

appendix. Respondents were asked to score the requirements on relevance for business
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stakeholders, relevance for government stakeholders, relevance for the CASSANDRA
project and expected complexity.

Score on
CASSANDRA

Requirements for capturing, storing and assessing data relevance

C3 Data on goods; CASSANDRA must capture linked information on the 4,45
container and the goods level (meaning that information on individual LCL

shipments is also available)

C4 Data on organizations; CASSANDRA must capture data on the 3,73
organizations that are involved in the supply chain transactions and the
conditions under which they perform their processes

VD6.1 | Re-use of existing data; CASSANDRA must re-use existing electronic data 4,18
(that is already available in business systems) and only require capturing of
new data (not yet electronically stored) where this data is required for risk
analysis or other types of applications

VD6.2 | Data digitization; CASSANDRA offers a toolbox for digitization of data in the 2,64

pipeline that is not, currently, digitally available.

B2.7/ |Data cross checking; CASSANDRA must support cross checking of data 4,00

C10 |from different sources and immediately alert when discrepancies occur

Requirements for using data

C8 Data access for authorities; CASSANDRA must give authorities access to 4,36
(real time) supply chain data of all parties within their jurisdiction and of the
business parties that are by trade and logistics transactions related to but
outside of their jurisdiction in order to provide them with visibility and

information to perform risk analysis on the full supply chain

VD5.1 | Data dashboard functionalities 1; CASSANDRA must visualize information 3,91

on the business system, such as the supply chain structure

VD5.2 | Data dashboard functionalities 2; CASSANDRA must visualize information 3,82

on the business system, such as the compliance levels of all parties involved

VD5.3 | Data dashboard functionalities 3; CASSANDRA must visualize information 3,89
on the business system, such as drill down functions for transaction and
consignment data

Requirements for improved risk assessment

C5 Additional risk assessment data; CASSANDRA must be able to capture 3,40
additional data, other than enforced by customs law (Annex 30A and 37 for

EU), for risk assessment and freight targeting purposes

B3.2 |Risk assessment tooling; CASSANDRA must support business risk 3,36
assessment by providing forward looking risk assessment tools (can be

based on set of risk rules and business intelligence on historic data)
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Relevance for business stakeholders: The highest score got the requirement on re-use of
existing data (VD6.1=4.50), which makes sense because it can be immediately related to
administrative burden reduction. No other item was ranked nearly as high. The lowest score
got the item on data access for authorities (C8=1.44) which can be related to sensitivities and
issues with trust when giving data access to for example Customs and police. Avoiding data
redundancy in a CASSANDRA solution is also not rated as an important requirement from
business point of view.

Relevance for government stakeholders: The highest score got the requirement on
availability of data on goods (or consignment data; C3=4.90). Other highly ranked items were
requirements for data cross checking (B2.7/C10=4.70) and data access for authorities
(C8=4.70). The lowest score got the item on a business data feed (B2.3=1.44) which is easy
to understand as it addresses a business wish. Other low ranked items were also more
related to problems of the business community. High deviation in responses was observed
for items on re-use of existing data (VD6.1), data digitization (D6.2), data dashboard
functionalities (VD5.1 and VD5.2) and risk assessment tooling (B3.2).

Relevance for CASSANDRA: The highest score got the item on consignment data
(C3=4.45), which also got a high relevance score for government stakeholders but a
substantially lower score for the business stakeholders. For the re-use of existing data
(VD6.1=4.18) it is the other way around: a high score in relevance for the project from the
business stakeholders, but a substantially lower score for the relevance from the
governmental perspective. Other highly ranked items were requirements for data cross
checking (B2.7/C10=4.0) and data access for authorities (C8=4.36). The lowest score got
data digitization (VD6.2) and document storage (VD6.3=2.64), but these scores varied for
different respondents.

Expected complexity: The highest score got the item on data access for authorities
(C8=4.63). Providing access for authorities to business data is not only a technical challenge,
related to privacy and security, but also a matter of trust. Other highly ranked items were
capturing consignment data (C3=4.38) and organization data (C4=4.13), dashboard drill
down functionality (VD5.3=4.25) and risk assessment tooling (B3.2=4.13). The lowest score
got the requirement on document storage (VD6.3=2.50), probably because this kind of
functionality already exist.

Concluding remarks: Capturing consignment data and data on the organizations in the
supply chain is a central topic in the CASSANDRA vision and as such also considered highly
relevant for the project by the experts. They especially see relevance of this data for
authorities, but not for business. Expected complexity is high and according to the comments

made by the respondents especially related to availability of the information, keying in of
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information and human error, and difficulty to enforce quality levels of information. High
importance of a functionality that performs cross checking of data might be linked to this.
Although it was commented by a government organization that cross checking functionality in
a data pipeline might actually help fighting fraud. For business stakeholders, the main
interest is with the requirement on re-use of existing data, thus reducing administrative effort.
It is also interesting to note that requirements for additional risk assessment data and tooling
are not expected to be of high relevance for business, although variance in scores is high on
these points. Container integrity and tracking is considered to be relevant for both business
and government but of less importance to the project. Respondents comment that this was
already demonstrated in the projects Integrity and Smart-CM and as such is not a research
topic for the CASSANDRA project.
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5 Drivers and Barriers for data sharing

This chapter describes the results from the surveys performed with Customs administrations
and freight forwarders on drivers and barriers for data sharing. The survey with the Customs
Administrations was performed in Brussels between the 21% and 23 June 2011, in the
occasion of the World Customs Organization (WCO) Council meeting. The survey with the
freight forwarders was performed with the European Association for Forwarding, Transport,
Logistic and Customs Services (CLECAT) members that joined CLECATs main annual
meeting in Brussels on the 17" November 2011.

5.1 Customs Administrations

The sample of respondents is made primarily of customs administrations (84%). The
remaining gquestionnaires were answered in order by International organizations (8.5%),
logistics companies (2.1%), manufacturing companies (2.1%) and WCO staff (1.1%). Other
organizations that answered the survey belonged to the public administration sector (1.1%).
Job titles of the respondents were very different across customs of different countries and
therefore the team developed a generic categorization made of three groups: Directors,
commissioners and others. Of the respondents 48.9% were directors, including head of
departments or chiefs, 13.8% commissioners and the remaining 37.2% included counselors,
assistants, advisors, and customs officers (Urciuoli et al., 2011).

International
organization
9%

Other

2%

Manufacturing
2%

Logistics
2%

WCO staff

1%

Customs

administration
84%

Figure 7 Respondents Profile (N=94)
The majority of respondents are from the sixth geographical region - Far East, South and
South East Asia, Australasia and Pacific Islands - 31.1%, followed by the East and Southern
Africa region, 18.1% (Figure 8). The remaining areas are well balanced between the North

Africa, Near and Middle East region, 9.1%, and the European region, 15.6%. Almost the half
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of the respondents state that their percentage of electronic customs transactions is between
90-100%, followed by the range 80-90% (19.5%), and 70-80% (9.1%) (Figure 8).

North Africa, Near
Far East, South and
South East Asia,
Australasia and Pacific
Islands
31%

West and Central
Africa
13%

South America,

North America,

Central America

and Caribbean
13%

Figure 8 Main geographical regions of respondents (Urciuoli et al., 2011)
5.2% of the respondents perform electronic customs transactions in ranges between 10-20%
as well as 60-70%. The respondents belonging to this range are from Africa and Middle East
(North Africa, Near and Middle East and West and Central Africa). Only 2.6% of the
respondents have electronic customs transactions between 0-10%. This group of respondent
belongs to African and Asian continents (East and Southern Africa, and Far East, South and

South East Asia, Australasia and Pacific Islands) (Urciuoli et al., 2011).

All the variables measuring the drivers of electronic risk-based data exchange score very
high and between 3.93 (4, Agree) and 5, Strongly Agree (Figure 9). The variables that scored
highest are in order: enhanced risk management processes (mean=4.62; std.=0.731) and
increased safety and security (mean=4.56; std.=0.856). This confirms also the fact that
customs administrations have a dominant interest in enhancing targeting activities, as part of
their overall risk management function, and thereafter safeguarding society from safety
incidents but also from security threats, including smuggling, contraband or tax fraud. Other
efficiency related factors (e.g. cost reduction, communication cost reduction, head count
reduction etc.) scores lower but still close to 4 (agree). Hence, we may conclude that
security, safety and efficiency are equally important objectives for the customs

administrations.
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Enhanced risk management processes
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Higher quality and accuracy of trade data

Enhanced capability to detect infringements

Cost reduction

Reduced communication costs

Faster access to companies' data

Increased revenues collection

Reduced number of containers selected for
scanning and inspection

Reduction in head count for data handling
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Figure 9 Scores of drivers (N=94)

Compared to the drivers, the items measuring the barriers show definitely lower scores and

range from 3, Neither agree nor disagree and 4.2 (4, Agree) (Figure 10). Yet, all of them are

greater than 3. The variables that score highest are the lack of trust between business and

customs (mean=4.2; std.=0.8), lack of data standards (mean=4.0; std.=0.9) and lack of

required IT budgets (mean=4; std.= 0.9). The barrier that scored lowest concern the doubts

whether data sharing would improve risk management (mean=3.2; std.=1.4).Also, the

variable that scored highest is the one with lowest standard deviation. The majority of

standard deviations are <1, which implies that there was a satisfactory degree of consensus

between respondents.
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Lack of trusk between business and customs

Lack of data standards

Lack of required IT budgets

Lack of trust between business parties

Security risks in data sharing

Lack of legal frameworks

Not clear whether shared data is of appropriate
quality

Doubts whether data sharing would improve risk
management

M

[
]
w
o
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Figure 10 Scores of barriers (N=94).

5.2 Freight Forwarders

A total of 17 questionnaires were collected from freight forwarding companies participating to
the CASSANDRA project as well as joining the annual main meeting organized by CLECAT
in Brussels on the 17" November 2011.

The majority of individuals that responded to the questionnaire were CEO/owners of the
company (46%), followed by quality managers (13%), logistics managers, operations and
security managers (7%). Other profiles included business development managers and
research and development managers (13%) (Figure 11).
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Figure 11 Position in the company of respondents (N=17)
On average, the revenues from the different transport modes used by the surveyed freight
forwarders consists mostly of ocean/water (36.3%), rail (34.4%), followed by road (14.7%)

and air transport (14.4%).
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Figure 12. Freight forwarders revenues by modal split (N=17).
Figure 12 depicts the freight forwarding revenues by modal split for each of the companies
surveyed (N=17). Overall, we may state that the companies have a good proportion of
different transport modes with a prevalence of ocean/water and rail transport. Only in two
cases the companies were not offering ocean/water transportation: case 1, split among road,

rail and air and case 8, split between road and rail.

Examining the products moved by the surveyed companies we can identify three groups
(Figure 13). The first includes the products that are prevalently moved by the companies:
industrial (82.3%), consumer goods (76.5%) and consumer electronics (70.6%). The second
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group includes hi-tech, pharmaceutical (both 58.8%) and automotive (52.9%) products.
Finally, the third group consists of products that are transported by fewer companies, hence,
clothing and textile, chemicals (29.4%) and agricultural products (11.7%). Other products
suggested in the filled questionnaires include bulk cargo, raw materials and metals.

90%

82,4%

80%

70%

60%

50%

40%

30%

20%

10%

0%

Figure 13. Main products moved (N=17).

The majority of the respondents may offer in-house customs brokerage services to their
customers (88.2%) which strengthen the suitability of the sample used for this study. 76.4%
of the respondents offer both international and domestic freight forwarding services.
Interestingly almost 60% of the companies provide extra freight security services. Other
relevant services offered include non-vessel operating common carrier (53%), warehousing
(47%), The International Air Transport Association (IATA) agent services and control tower
(both 41.1%). Finally, only few companies offer stuffing and stripping services of the
packages or pallets (11.7%).
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Figure 14 Services offered by the freight forwarders (N=17)

The analysis of the variables used to measure drivers of the usage of data and risk
management sharing across supply chain partners reveal three distinct groups of factors
(Figure 15). The first group is made of the variables with scores close or higher than 4
(Agree): Improved data accuracy and entry errors (M=4.4; SD=0.6), enhanced risk
management processes (M=4.2; SD=0.7), legal requirements (M=3.9; SD=0.7) and financial
transaction operations expedition (M=3.9; SD=0.7). In the second group there are variables
that are slightly less important as they have been scored between 3 (Neither agree nor
disagree) and 4 (Agree). Among those variables we may see factors as costs (operational
and inventory or cycle time costs), enhanced safety and security of shipments as well as
improvement of process control, visibility and monitoring. Finally among the variables that
scored lowest we may find the explicit request from customers (M=2.7; SD=0.9), the reduced
number of containers selected for scanning and inspection (M=2.8; SD=1.3) and the
enhanced competitive advantage (M=2.8; SD=1.2).
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Improved data accuracy and entry errors

Enhanced risk management processes

Legalrequirements (e.g. food and pharma)

Facilitate financial transactions procedures

Improved service level

Increased safety and security

Enhanced visibility, control and monitoring

Improved process quality

Reduced inventory and cycle time costs

Faster access to customers” and suppliers’ data

Reduced operational costs

Reduction in head count required for documentation and data
handling

Cost reduction for processing trade documentation and data

Enhanced competitive advantage

Reduced number of containers selected for scanning and
inspection

Our customer explicitly request

1

2 3 4 5

Figure 15 Scores of drivers of data and risk sharing with supply chain partners (N=17)

Examining the scores of the barriers the problem of integrating new technologies is the

leading barrier with a mean score of 4.3 and standard deviation 0.4. This barrier is closely

followed by similar concerns related to lack of standards (M=4.1; SD=0.7) and legal

frameworks (M=4.1; SD=0.8). These barriers also shows a standard deviation <1, which tells

a good degree of consensus among respondents. Among the items that scored lowest we

may find a well consolidated set scoring <3: the lack of management support/corporate

culture, employees reluctance to use new systems, problem to train personnel, harming

company 6s , unclesriretienso$ investments, doubts whether it would improve risk

management, lack of awareness of benefits.
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Problems with integrating new technologies (with
legacy systems in place)
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Lack of legal frameworks

Legal requirements (e.g. food and pharma)

Not clear whether shared data is of appropriate quality

Lack of required IT budgets/too expensive

Security risks in data sharing

Lack of trust between various husiness parties

Lack of awareness of benefits

Doubts whether data sharing would actually improve
risk management

Unclearreturn of investments

It may harm my company’s business

Problem to train personnel and introduce new
procedures

Our employees are reluctant to use new IT systems

Lack of management support/corporate culture

[
]
w
I
;]

Figure 16 Scores of barriers to data and risk sharing with supply chain partners (N=17)
When it comes to sharing data and risk indicators with the customs administrations, the
driving items that scored highest include improved service level (M=4.4;SD=0.7), reduced
risk profile/green lane benefits (M=4.4;SD=0.6), better data accuracy and reduced entry
errors (M=4.3;SD=0.6). These items were closely followed by improved process quality
(M=4.2;SD=0.6), higher quality and accuracy of trade data (M=3.9;SD=0.8), facilitated
financial transactions (M=3.8;SD=0.7) and enhanced visibility, control and monitoring
(M=4.4;SD=0.7). The items that scored lowest include the explicit request of the customers
(M=2.0;SD=1.1), reduced communication costs (M=2.5;SD=1.3) and reduced inventory and
cycle time costs (M=2.6;SD=0.6).
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Improved service level

Reduced risk profile/green lane benefits

Improved data accuracy and entry errors

Improved process quality

Achievement of higher quality and accuracy of trade data
Facilitate financial transactions procedures

Enhanced visibility, control and monitoring

Enhanced capabilities to detect customs infringements
Enhanced risk management processes

Itis mandatory (imposed by customs law)

Reduced operational costs

Increased safety and security

Faster access to companies’ data

Costreduction for processing trade and customs
documentation and data

Enhanced competitive advantage

Reduction in head count required for documentation and data
handling

Reduced inventory and cycle time costs
Reduced communication costs

Our customer explicitly request to share data electronically

Figure 17 Scores of drivers to data and risk sharing with customs administrations
(N=17)

Surprisingly all the items measuring the barriers to share data and risks with customs
administrations were all under 4 (Agree). The items that scored highest and that are
worthwhile to be pointed out include the problems to integrate new technologies with legacy
systems in place (M=3.8; SD=1.2) and the lack of required IT budgets/too expensive (M=3.7,
SD=0.9). Another fact that is i mpor t makoftristo
between business and customs administration is not seen as a barrier (M=1.4; SD=0.6).
Likewise lack of legal frameworks (M=1.4; SD=0.5), lack of management support are not
seen as obstacles (M=1.4; SD=0.8).
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Problems with integrating new technologies with legacy systems
inplace

Lack of required IT budgets/too expensive

Lack of data standards

Doubts whether data sharing would actually provide green lane
benefits

Unclear payback times

Unclearreturn of investments

Not clear whether shared data is of appropriate level of quality

Security risks in data sharing

QOur employees are reluctant to use new IT systems

Problem to train personnel and introduce new procedures

Lack of management support/corporate culture

Lack of legal frameworks

Lack of trust between business and customs

1 2 3 4 5

Figure 18 Scores of barriers to data sharing with customs administrations (N=17)

5.3 Comparison of results

By comparing the scores of drivers given by customs administrations and freight forwarders,
we may spot a definitely prevalence of higher scores among customs administrations (all
customs administrations items scored between approximately 4 and 5; while among freight
forwarders there was a greater variation and also scores between 2 and 3). Another factor
that clear distinguishes these two entities is the prominent interest of customs administration
regarding risk management processes and the concern about ensuring the safety and
security of our communities. On the contrary, the major interest of the freight forwarders
seems to concern the reduction of data entry errors, access to green lanes and expedition of
financial transactions. It is important to notice that from the freight forwarders perspective,
the enhancement of risk management processes is also important; however, safety and
security risks do not score highest as they do for the customs administrations. Hence, we

may advance the hypothesis that customs administrations have a prevalent interest in
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representing societal interests while the freight forwarders have a more business approach
and are more concerned about staying competitive on the marketplace, e.g. through
improved quality and service levels, reduced delays at the borders, and reduced data entry
errors.

From the viewpoint of barriers we may spot more similarities. First of all, lack of data
standards, lack of legal frameworks and lack of required IT budgets are very relevant for both
customs and freight forwarders. Likewise, the item indicating quality concerns about the data
shared is equally relevant. Two items that scored differently include the security risks in data
sharing as well as the lack of trust between business actors and customs administrations.
The former item seems to be a major concern for customs and slightly minor for the freight
forwarders. Likewise, customs administrations perceive lack of trust between business actors
and customs administration as a strong barrier. Surprisingly this item had an average score
of 1.4 in relation to share risk based data with customs administrations and approximately
3.2 when considering data sharing between business parties. Hence, this seems to be a

concern only between supply chain partners.
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6 CASSANDRA Concept Use Cases
6.1 Introduction

Several innovative concepts are in the scope for the CASSANDRA project. These concepts
can be divided into different areas, such as customs innovation, data sharing in a pipeline,
system based supervision with a risk based approach and resulting trade facilitation. To keep
track of the different concepts, to produce clear definitions and to support implementation in
the Living labs, a use case format was introduced. The resulting use cases are called the
CASSANDRA Concept use cases.

The Concept use cases describe the concepts that are developed in the project and were
identified in the course of WP100, now being introduced in this deliverable. The Concept use
cases are still under development and currently only built on the available information in
WP100 and Living Lab 1 (Asia-Europe). In the next phase of the CASSANDRA project the
use cases will be refined in WP200 Risk Based Approach, WP300 Design, Development &
System integration, and WP400 Living Labs. The resulting use case descriptions
immediately support implementation in the Living Labs, as well as in Evaluation. By creating
separate building blocks for these concepts, different demonstrations with different concept
configurations can be created in each trade lane. By using similar building blocks in each
demonstration, the results of each trade lane can be compared at the level of individual
building blocks making evaluation easier and more trustworthy. The assessment of potential
benefits from the CASSANDRA concept will also be linked to (combinations of)
CASSANDRA Concept use cases in chapter 7.

Twelve Concept use cases were already identified, but not all use cases are described.

Within each area, the use cases are listed based on the level of maturity.

Customs innovation concepts:

CAS-C-1 Export source = Import source

CAS-C-2 ENS Multiple Filing

CAS-C-3 Declaration free trade (no description available)

Data sharing (pipeline) concepts:
CAS-C-4 Digital document based visibility
CAS-C-5 Object based visibility (based on logistics ontology) (no description available)

CAS-C-6 Self organizing transport (no description available)
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Supervision concepts:

CAS-C-7 Enhanced transaction based supervision

CAS-C-8 System based supervision

CAS-C-9 Risk Based Government Supervision or Enhanced System Based Supervision
CAS-C-10 Risk based government supervision (no description available)

CAS-C-11 Risk targeting by customs on information pipeline (no description available)

Trade facilitation
CAS-C-12 Pre-clearance

6.2 Description of Concept use cases

In this section there is a first description of the use cases. The use cases represented in this
document are preliminary versions and as such subject to changes during the further course

of the project.

Customs innovation concepts are the concepts that have no direct dependency to the

pipeline or method of supervision but can of course be used in combination with or serve as

a precondition to other concepts. The Concept u:¢
and OENS inuilntgioplaer ef cl osely rel ated.

Use Case ID CAS-C-1

Use Case Name Export source = Import source

Objective Source data for export declaration is also used for making ENS and

import declarations
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Use Case ID CAS-C-1

Use Case Export and import declarations necessary for international trade have

Description big overlaps in data and information requirements. By collecting the
necessary information at the original information source (upstream of
the supply chain) and making this information available across a
business system, this original information set can be the single, high
quality source that can be used as input for export and import
declarations. This means that the declarations are consistent and that
the import declaration can be submitted at the same time as the export
declarations, thus providing customs of the importing country with

timely information for risk assessment

Actors (Goal) Declarant for export declaration (primary), customs at export, customs
at import, consignor, consignee and carrier. The freight forwarder (FF)
is expected to act as the declarant in many cases. The FF is also
considered to be the best alternative source of information when the
consignor is not able to share (digital) information.

Preconditions Digitally available export declaration data
Post conditions All declarations are consistent and based on a single, high quality data
set

Use Case ID CAS-C-2

Use Case Name ENS Multiple filing

Objective ENS declaration is filed by multiple parties that provide the best
possible information quality for the specific data boxes

Use Case Under current legislation the ocean carrier is obliged to make the ENS
Description declaration to the customs at import 24 hours before vessel departure
in the port of loading. In case of multiple filing the ENS information
boxes are not only filled by the carrier but each box is filled by the party
that has the best quality information on hand. ENS declarations are

therefore completed by multiple parties at the same time.
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Use Case ID CAS-C-2

Actors (Goal)

Carrier, customs at import and consignor. The freight forwarder is
expected to act as the declarant on behalf of the consignor in many
cases. The FF is also considered to be the best alternative source for
information when the consignor is not able to share (digital)

information.

Preconditions

Digitally available data as required for ENS declaration (according to
Annex 30A)

Post conditions

ENS declaration consists of information from the source and is

consistent with export and import declarations

The data sharing, or pipeline, concept use cases are very preliminary and applicability in the

Living Labs depends largely on the IT landscape that is available in the trade lanes. Because

of this, it is difficult to make detailed description of these use cases without using the context

of a specific trade lane.

Use Case ID CAS-C-4

Use Case Name

Digital document based visibility

Objective

Content of all exchanged documents is accessible in one integrated

pipeline solution
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Use Case ID CAS-C-4

Use Case A lot of different documents are exchanged in international supply

Description chains. These documents are related to products (e.g. Purchase
Order), transport (e.g. Booking) and compliance (e.g. Document of
Origin). These documents all have their specific use and some are
forwarded to and shared with multiple parties. The information that is
contained in these documents is necessary for different parties in the
chain to perform their specific roles. Instead of sending documents to
individual parties, now all senders send their digital documents to an
information solution that is based on a central data structure. An
access regime determines who can access the different information

items in the information solution.

Actors (Goal) Consignor, Consignee, Freight forwarders, (ocean) carrier. The FF is
considered to be the best alternative source for information when the
consignor is not able to share (digital) information.

Preconditions Data in the supply chain is digitally available

Post conditions All information that is needed to coordinate and monitor the supply

chain is available in an integrated information solution

The supervision use cases are made based on the work done in WP200 during the first year
of the project. Preliminary descriptions could be made, but it is expected that these Concept
use cases will be changed during the second year of the project when much work is done in
WP200. For further details on the supervision concepts, the reader is directed to the

deliverables and partners in WP200.

Use Case ID CAS-C-7 (NL)

Use Case Name Enhanced transaction based supervision

Objective Enhance the traditional transaction based supervision method with
system based supervision to increase efficiency and effectiveness of

government supervision
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Use Case ID CAS-C-7 (NL)

Use Case
Description

Transaction based supervision is to review supply chain actors and
their individual transactions to ensure that they comply with the
legislation and regulations and to ensure that the delivered
documentation is an accurate representation of the facts. On the other
hand, system based supervision aims to use the quality of self-
regulation by supply chain actors by assessing the integrity, reliability
and internal consistency of their own business and IT systems for the

purpose of complying with regulatory requirements.

In this use case, we will compare the transaction based approach to
the system based approach. We wi
business and IT systems of supply chain actors in a certain trade lane
configuration. It is essential that this auditing is done in a risk-aware
manner, so as to make the auditing process more efficient and

effective for both businesses and customs.

Actors (Goal)

All business parties in a supply chain and customs

Preconditions

N.A.

Post conditions

Customs audits the business and IT system as well as the transactions

(as described in documents).

Use Case ID CAS-C-8 (NL)

Use Case Name System based supervision

Objective Supervision according to a system based approach to increase
customs efficiency while also decreasing governmental interference for
businesses

Use Case Compared to CAS-C-7 this use case will implement a full system

Description based supervision method from the start. Details will follow in course of
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Use Case ID CAS-C-8 (NL)

WP200.

Actors (Goal) All business parties in a supply chain and customs

Preconditions N.A.

Post conditions More efficient customs process by decreased laborious checking of
transactional data. Less time delays at customs for businesses that
comply with system based supervision requirements

Use Case ID CAS-C-9 (NL)

Use Case Name Risk Based Government Supervision or Enhanced System Based
Supervision

Objective Government agencies assess the internal level of control of

businesses not only on an individual level of the supply chain actor, but

also on how they have managed risk within their network or trade lane

configuration.
Use Case Risks will be identified in the trade lane configuration and government
Description agencies will assess the integrity of the supply chain as a whole.
Actors (Goal) All business parties in a supply chain and customs
Preconditions N.A.
Post conditions Integrated control over all risks in the supply chain

When writing this document, the only trade facilitation use case that was known, was the one
on pre-clearance. The use case presented here is a generic example of how pre-clearance
can be described and implemented, but this use case will be worked out in more detail for

each specific import country in the Living Labs where the use case needs to be applied.
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Based on the work in the Living Labs, it is expected that more use cases that are related to
trade facilitation or business opportunities can be developed.

Use Case ID CAS-C-12

Use Case Name Pre-clearance (needs to be made specific for at least NL, UK and ES)

Objective Removing the customs clearance bottleneck for containers of

importers that comply with customs preconditions

Use Case Import containers require a customs release before they are allowed to
Description leave the port of destination. Based on the results of risk assessment
by customs, the containers are released for inland transport or first
subject to inspection. Inland transport is usually not booked before
containers are released and available. This means that the container
stays in the deep sea terminal for one or more days after discharge
due to booking arrangements that need to be made, thus increasing
container lead time. A pre-clearance means that container release is
known before vessel arrival and that inland transport arrangements

can be made several days before vessel arrival in port of destination.

Actors (Goal) Customs at import, consignee, freight forwarder and ocean carrier.

Preconditions Compliance with customs innovation as described in CAS-C-1 & CAS-
C-2

Post conditions Container is moved to inland destination directly after discharge from
vessel

6.3 Implementing Concept use cases in specific trade lanes

In each Living Lab trade lane a certain (set of) use case(s) will be demonstrated. Which
concepts are selected for each trade lane depend on for example the involved Customs
authorities, the existing IT landscape and the involved business parties. For some trade
lanes, it will be possible to implement a more mature concept use case during the course of

the project.
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The more generic Concept use cases described in the previous section need to be worked
out in more detail for each trade lane. Each use case needs to have detailed steps that
describe how the concept works from precondition to post condition and which actors are
involved in each step. The exact detail and way of implementation can differ for each trade
lane. Creating the detailed Concept use cases will be the responsibility of the Living Lab
teams, supported by the related work packages and partners and will take place during the
coming months of the project.

6.4 Evaluation of Concept use cases

The Concept use cases provide a structured approach to evaluate the different
CASSANDRA concepts. After implementation of the concepts, an important part of the work
in the Living Labs will be to investigate the advantages and disadvantages of these concepts.
With help of the business parties in the trade lane, the necessary investments and benefits
will be determined. The results of this analysis will be linked to the use case steps and
actors. Because the content of the use case steps are similar in all implementations, it will be
possible to compare the investments and benefits for the actors that execute the steps (note
that the actor can be different depending on the trade lane). This will result in a set of figures
on investments and benefits that can be compared and used to produce a general view on
investments and benefits in the CASSANDRA evaluation phase (WP500).

By combining the use case building blocks in different trade lanes, the effects of a complete
CASSANDRA solution can be determined not only for individual parties but also for a
business system. The building blocks and their investments and benefits can also be used to
estimate the effects for other businesses and trade lanes that are not part of the Living Lab
demonstration or the CASSANDRA project.
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7 Potential Benefits

In this chapter we present potential benefits of the CASSANDRA concept for Customs
administrations and freight forwarding companies and develop a methodology to evaluate
benefits in the CASSANDRA Living Labs.

7.1 Introduction to the analysis of costs and benefits
Figure 7-1 provides a conceptual overview how the CASSANDRA data pipeline
concept can generate effects (i.e. costs and benefits), based on its adoption and use,

linked to a (combination of) concept use cases.

e .
q q Business . Data pipeline
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Figure 7-1: How the CASSANDRA concept will lead to benefits

It is expected that the adoption and use of the CASSANDRA concept will lead to a reduction
of risks and improved data quality. This will generate different types of benefits, but will also
imply certain costs. We distinguish 5 groups of potential benefits:

(1) Safety and security benefits

(2) Efficiency/administrative benefits
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(3) Cost benefits

(4) Potential for new services

(5) Supply chain benefits
We will elaborate on these potential benefits for Customs administrations and freight
forwarders in 7.2 and 7.3.

7.2 Benefits for Customs administrations

Electronic data exchange is a major strategic issue for customs worldwide. It ensures a more

cost-efficient usage of customs resources as well as it preserves a smooth flow of goods

across country borders. The benefits for our communities may be accounted in terms of

enhanced trade performance and global market competitiveness. Trade facilitation is a key

element to boost economic performance (Lewis, 2009). In January 2008, the European

Union (EU) promoted fia paperless environment f or
and communication technologies (ICT) plays a key role (European Union, 2008). In particular

the European Commission and the Member States are encouraged to set up electronic

customs systems to exchange data used in customs declarations, documents attached to

customs declarations, certificates and other relevant information (European Union, 2008).

Looking at the literature, diverse benefits related to the implementation of IT systems for data
sharing may be identified. In this context we classify benefits for customs administrations in
terms of overall efficiency and safety and security benefits (Figure 19).

Customs efficiency. The exploitation of electronic pre-arrival data implies reduced
administrative costs in terms of paper, faxes, phone calls, waiting time at the borders,
reduced mistakes and higher data quality and timeliness (Hesketh, 2009; Overbeek, Klievink,
Hesketh, Heijmann, & Tan, 2011). The exchange of data enables to streamline operations
and consequently save time and costs (CAREC, 2005). Data sharing enables to
automatically populate an import declaration once the export declaration is inputted into the
system (avoid data re-entry). This reduces costs and increases efficiency because man-
power can be freed as well as less paper or communication platforms need to be used.
Moreover time and costs needed for trade and logistics documentation processes are also
reduced (CAREC, 2005). The exploitation of advanced technologies allows also to clear
goods faster and in a more efficient manner (CAREC, 2005). The higher quality and

timeliness of electronic pre-arrival data may be used to (IDB, 2010):

e Control tax or duty declarations. The declared goods are used by the customs to
determine taxes to be paid when shipments enter a country. In addition, the electronic

pre-arrival data may be wused to match the containers?o
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inspections. The higher accuracy of these data may enhance the process of
collection of duty and taxes and thereafter increase revenue collection (Holloway,
2009).

e Gather data to be used for intelligence analysis. Intelligence analysis may be
improved by combining pre-arrival data with other types of information.

e Profiling risks. Pre-arrival data is used in automated targeting systems to profile the
risk of shipments and thereafter intensify inspections on high risk ones.

e |dentifying potential security threats. High risk shipments may be potential security
threats. The usage of pre-arrival data may allow the identification of containers where
potential security threats are hidden.

e Move the borders out and enhance visibility outside a country or continent. By
sending pre-arrival data in advance and in electronic format, shipments may be

stopped and inspected even before they are loaded on a ship.

The usage of ICT for automation of customs services and data-sharing may also improve
transparency and efficiency of customs services. Better transparency and predictability that
indirectly simplify communication and reduces its costs is also suggested by (Holloway,
2009). At the same time quality and accuracy of trade data is improved (Holloway, 2009).

It also helps to reinforce legal reforms and to apply customs procedures (Asian Development
Bank, 2011). According to a study of the World Trade Organization (WTO) members that
implemented already ICT systems, often financial benefits have exceeded the costs (OECD,
2005). According to two studies performed by the World Bank and the OECD, the
implementation of ICT system is followed by an overall improvement of efficiency of Customs
(OECD, 2005). From a process perspective, an adequate ICT infrastructure may enhance
risk management practices as well as other modern practices as post-entry audit and single
window (Asian Development Bank, 2011). Automation of Customs procedures as processing
of s hi p me matiod sn advantceo may be associated reduced head count and
communi cati on cost s, faster access to compani €
processes and thereafter increased safety and security (Holloway, 2009). Using IT systems
to exchange data electronically means the possibility to automate risk assessment
procedures to target high-risk shipments. This will allow some traders to enjoy the
advantages of low-risk status while customs administrations may free up resources to focus
only on high-risk containers (IDB, 2010). Enhanced risk management means also a reduction
in the physical examination of goods, hence red

scanning and inspection (Holloway, 2009).
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Hence, the scale used to measure the efficiency of customs administrations is made of the
following items (Figure 19):

e Overall costs reduction.

e Head count reduction.

e Communication costs reduction.

e Reduced number of containers to inspect.
e Higher data quality and accuracy.

e Fasteraccesstocompani esd6 dat a.

. Overall costs reduction

Efficiency benefits . Head count reduction

<

dl
. .Communication costs reduction

. Reduced number of containers to inspect

. Higher data quality and accuracy

®
T

.Fast access to compar

Customs Potential
Benefits

. Enhanced risk management

. Increased Safety and Security

. Capability to detect infringements

. Enhanced revenue collection

Figure 19 Customs potential benefits
Security benefits. The benefits of an IT system for sharing data and risk indicators between
supply chain stakeholders and customs administrations may enhance the capability of
customs to detect infringements and thereafter increase the safety and security of our
communities. Hesketh (2009) states that information sharing between customs
administrations and commercial traders simplify compliance to complex regulatory
frameworks as well as it enhances the capability of customs to assess risks and target
containers. Also from a security viewpoint, Holloway (2009) suggests that ICT usage may
even decrease corruption possibilities. Hence, it is possible to state that the overall risk
management process performed by customs may be improved and as a main consequence

the activities to secure and ensure revenues collection will also be increased.

Consequently the scale to measure the safety and security benefits is made of the following

items (Figure 19):
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e Enhanced risk management.
e Increased safety and security.
e Capability to detect infringements.

e Enhanced revenue collection.

7.3 Benefits for Freight Forwarders

Freight transportation is an important part of supply chains, because it has the task to deliver
goods from sellers to buyers in a cost-efficient manner. Very often the transportation of the
goods is managed by the sellers that hire a freight forwarder company to take care of
contracting the carriers and also other third party logistics companies to ensure that the
movement of goods is performed in a timely manner. To stay competitive on the
marketplace, freight forwarders face the everyday challenge to deliver low-cost high quality
services to their customers, but also enhanced punctuality, timeliness, accuracy and better
visibility of shipments (Perego, Perotti, & Marangina, 2010). In this context ICT systems play
an important role, as they enable supply chain stakeholders to excel in their services offered
to customers while maintaining costs lower than their competitors (Bowersox & Closs, 1996;
Closs, Goldshy, & Clinton, 1997; Giannopoulos, 2004; Spanos, Prastacos, & Poulymankou,
2002). The market today offers a wide variety of IT solutions for freight forwarders, including
scheduling and booking systems, track and trace solutions, transport optimization tools etc.
However, in very few occasions these systems take advantage of the data exchange
between supply chain stakeholders to fully optimize and enhance the planning capabilities of
freight forwarders. Likewise, IT innovations that offer stakeholders the capabilities to fully
exploit data across supply chains and exchange it with customs administrations to facilitate

cross-border trade are experiencing difficulties in penetrating the market.

Potential benefits related to exchanging data within a supply chain or between the supply
chain and customs administrations have been collected from the literature and classified

under security and efficiency items (Figure 20).
The efficiency factors used in the survey include the following items:

e Costs reduction (Evangelista & Sweeney, 2006; Piplani, Pokharel, & Tan, 2004;
Pokharel, 2005)

o Often ICT systems are used in financial contexts to facilitate and expedite
accounting procedures (Pokharel, 2005). As a consequences costs related to
administrative procedures and paper work for ordering and checking invoices
will be reduced (Auramo, Kauremaa, & Tanskanen, 2005).

e Improved supply chain management (Jakobs, Pils, & Wallbaum, 2001)
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o Enhanced management strategy
o0 Improved process control and monitoring enhancement (Button, Doyle, &
Stough, 2001)
o Improved inter-organizational coordination (Sherer, 2005)
0 Productivity flexibility and easier communication (Patterson, Grimm, & Corsi,
2003)
o0 Competitive advantage (Zeimpekis & Giaglis, 2006)
o0 Service level improvement (Evangelista & Sweeney, 2006; Piplani, et al.,
2004; Pokharel, 2005)
0 Explicit customer request (Karkkainen, Ala-Risku, & Framling, 2004)
e Enhanced operational efficiency
o0 Decrease of handling time
Reduction of waiting time
Reduction of manual effort and paper flow
Better use of resources
Enhanced capabilities for resource planning (Kia et al 2000)
Better flexibility (Barnes et al 2006)

O O o o o o

Detection and reaction to unplanned events (Karkkainen et al. 2004;
Loebbecke and Powell, 1998)

0 Reduction in time to deliver and invoice (Loebbecke and Powell, 1998)
e Improved data quality and sharing

o Enhance availability and quality of real time data (Gendreau & Potvin, 2004)

0 Quality of data flow (Kia et al. 2000)

While for the security benefits only one item measuring the increased level of safety and
security was used as suggested in the investigation performed by Zhicai, Jianping, &
McDonald (2006).
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.Overall costs reduction
Efficiency benefits

.< . Improved supply chain management

. Enhanced operational efficiency

. Improved data quality and sharing

Benefits
?

FF Potential

Security benefits

_. :. Increased Safety and Security

Figure 20 Freight Forwarders scale for security and efficiency.

7.4 Example Benefits Assessment i Portbase case

From CASSANDRA point of view, consortium partner Portbase can play an important role as
a platform where all logistics parties share their information on level of business-to-business
(B2B), business-to-government (B2G) and government-to-government (G2G). As a landing
place for information from a large number of players in the CASSANDRA Living Labs, the
platform can be used for data sharing and data capture purposes as described in the
CASSANDRA project. Therefore, as an example of increased efficiency and reduced costs in
the logistic information exchange, in this section we present an assessment of benefits for

the stakeholders using the Port Community System (PCS) environment.
Carbon footprint

On daily base a large reduction in use of paper documents has been reached. It is estimated

that the reduction can be compared with a volume equal to the capacity of 2 TEU per day.

Because the exchange of information is electronically, an important reduction of courier

services travelling around the port areas with various documents has been achieved.
Dwell time

Electronically planning of on- and pre-carriage transport has reduced the dwell time on the

terminals by at least 50%

Futile trips to the terminal by road is avoided due to the combination of detailed information

related to physical availability, commercial and Customs release information.
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Planning and avoiding futile trips for barges and rail have greatly improved by real time
insight about the status of the container to be loaded at the various terminals in the ports.

Preparing customs electronic documentation

By re-using existing information the preparation of the necessary electronic documents
(EDIFACT/XML data files) reduces the administration for same tremendously.

Example: preparing 100 transit documents, without reuse of the data, can take about 3 - 4

hours; comparing using PCS information max. 5 minutes.
Communication about cargo

Investigations show that without the electronic means for one container to be discharged,
carried to his final destination and clearance, in total 150 (bilateral) communication events
occurred. Using the Port Community hub all information is centrally available for the
stakeholders dealing with their cargo. The use of this hub reduced the locally necessary
manpower to answer phone, fax, e-mails. On top of that the fault tolerance is greatly

increased because of one source of information.
CASSANDRA opportunities

The Port Community Systems play a central role in the logistic information exchange
between the various stakeholders in the ports and hinterland connections. Using one source
of information which is already in use by all stakeholders involved in the transport
environment (data sharing) and is surrounded by extremely high level of authorization and
authentication measures within the Port Community System environments, makes data
capture by government authorities possible using one point of entry for the largest part of
information related to a shipment/transport order. Combining this with locally gathered

information enhances the supply chain visibility related to safety and security measures.
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8 Conclusions and Research questions

8.1 Conclusions

Usersorequirements are assessed in this study by performing an analysis of data gaps as
well as interviews with stakeholders to understand their perception of the main visions and
functional requirements for CASSANDRA.

The data gaps analysis is based on interviews with four freight forwarders as well as on
inputs from Customs administrations. The analysis was made on data needs, availability and
data (quality) gaps. This resulted into the following conclusions:

(1) The objective of the CASSANDRA data pipeline concept is to move data states as
much as possible from state 5 (data gap) and state 4 (data quality gap) into state 2
(alignment between need and availability of data), while avoiding states 1 and 3
(surplus of data) by implementing proper data security and authentication measures.

(2) Different causes for lack of data quality, with implications for the governance,
transaction and/or logistics layers, are identified. These causes include the supply
chain configuration (e.g. LCL shipments), the contractual relationships in place (such
as the Incoterms), characteristics of the supply chain, the current IT sophistication in
data capture and transfer and the possibility of human errors. The CASSANDRA
concept needs to take these causes into account and develop measures to increase
data quality, for example through the use of cross-referencing.

(3) Key data gaps as mentioned during the interviews relate to estimated discharge time
from vessel, ready for pick-up at terminal, gate-in and gate-out information directly
received from the terminals and (forward looking) risk assessment data. An important
type 5 data gap for Customs, as mentioned during the interviews, is lack of visibility
on the buyer-seller relationship, especially in case of LCL containers, where multiple
consignments are carried in one container.

(4) There are different attitudes concerning the willingness to share data, which can
cause a barrier in the adoption of the CASSANDRA concept. The most important
issues relate to ownership of the data, liability, accountability and compliance,
expected benefits from data sharing and reciprocal piggy backing.

(5) For the implementation of the CASSANDRA data pipeline data reference numbers
will need to be linked to each other to gain visibility on different shipment levels. This
requires linking a data view from the cargo item point of view towards the Customs
items point of view.

The anal ysi s of t he stakehol der so perception

requirements makes clear distinctions between business and governmental stakeholders. An
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important conclusion is that for business stakeholders, the main interest in the CASSANDRA
solution lies in administrative cost reduction (e.g. re-use of existing data by supporting supply
chain communications), while the main interest for government lies with the capturing of
consignment data, and in less extent the capturing of data on organizations. When realizing
a data sharing concept, most important aspects include supporting global scale supply
chains with heterogeneity in IT and standards. Having high quality security and privacy
regimes is extremely important. There is high belief in the concept of system based
supervision, especially when combined with a risk based auditing approach. However,
putting this concept in practice is also considered to be highly complex, and prone to
conflicts. Sharing information on risk profiles is considered valuable for the supply chain and
expected to improve security, however aligning business and government interests in this
area is expected to be complex.

The analysis of drivers and barriers highlights which factors are important to consider in
relation to the implementation of a CASSANDRA-like platform. From the viewpoint of
customs administrations we found that safety and security issues are the outstanding factors
influencing the adoption of IT platforms with capabilities for risk and data sharing. In addition,
high data quality and accuracy is also very important to enhance the cost-effectiveness of
customs & ri sk management processes. Cost and
important. This brings to light a strong recommendation for any further development to be
done in CASSANDRA, i.e. the services and functionalities to be included in the platform
should never put at stake the safety and security procedures of customs administrations.
Customs administrations still see some relevant barriers in implementing a system for data
and risk sharing. In particular, the lack of trust between supply chain companies and the
customs administrations, lack of data standards and lack of required IT budget are the most
important ones. From the perspective of freight forwarders, data accuracy, better risk
management, legal requirements and facilitated data transactions are the most relevant
drivers in relation to exchange data and risks with other supply chain companies. Drivers to
implement systems that communicate with customs administrations include the possibility to
gain green lane benefits as well as improved data accuracy, service level and process
quality. The major barrier is the integration of new systems and technologies with existing
ones. Likewise, lack of data standards and IT budgets are seen as major concerns. By
comparing the results of customs and freight forwarders we discovered that customs
administrations score all drivers much higher. In addition, customs administrations are more
interested in strengthening safety and security. Barriers are instead scored more or less the

same. The major difference in the scores can be found in relation to the trust factor, i.e. lack
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of trust between customs administrations and supply chain stakeholders. More specifically,
the customs administrations scored this factor higher.
I'n relation t o enhthand bhwssness drigers,rtre qnalysrs ef potential benefits
demonstrate that conceptually the adoption and use of the CASSANDRA concept will lead to
a reduction of risks and improved data quality. In particular 5 groups of potential benefits may
be identified:

(1) Safety and security benefits

(2) Efficiency/administrative benefits

(3) Cost benefits

(4) Potential for new services

(5) Supply chain benefits
Possible indicators that could be used to measure the impacts of CASSANDRA are identified
and clustered under two dimensions, which are security and efficiency. These dimensions
may be examined in more details in Work package 5, where a more carefully and detailed
costs/benefits analysis will be performed. In particular, our recommendation is to review the
indicators and establish which of them can be measured qualitatively and quantitatively. A
combined approach would guarantee an all-round estimation of the impacts as well as it will
ensure an enhanced understanding and credibility of the results.

8.2 Research Questions

Based on the results achieved within this deliverable (D1.2), the research team has identified
the most important challenges to be addressed in the next Work packages of the
CASSANDRA project. In particular, these challenges have been put in the form of research
questions:

(1) What type of basic design principles and measures should be integrated in the
CASSANDRA concept in order to increase data quality (such as the implementation of
cross-checking of data)?

(2) Do the Living Lab trade lanes have differences between FCL/ LCL and Incoterms? What
are the consequences for data states in the pipeline? Does the data pipeline solve
possible gaps?

(3) Does CASSANDRA cater for different logistics services that are provided by different
freight forwarders/LSPs (also related to examples of LSPs in CASSANDRA)?

(4) Measure data quality as defined in section 3.4.2 pre- and post-CASSANDRA
implementation on Living Lab trade lane level of analysis.

(5) Investigate the enablers and hindrances in relation to the adoption of the CASSANDRA
concepts system based auditing, risk based approach and data sharing via the data

pipeline concept
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(6) What are win-win solutions for business and authorities and how can consensus-building
be organized around this?
(7) What is a convincing business case based on underlying costs and benefits?
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APPENDIX 1. Tables for analysis of Statements & Requirements

Statements on new supervision concepts

scale: Low =1 to High = 5

To what extend do
experts agree
with the
statement?

Relevance to the
focus of
Cassandra

Expected
complexity

Possibility of
conflicts
between parties

New Supervision (RBA & SBA)

MEAN | ST DEV

MEAN | ST DEV

MEAN

ST DEV

MEAN | ST DEV

VR1

Rely on business risk analysis  ; It is possible for
compliance authorities to
procedures or results of business parties on their
processes, SC partners and transported goods as support
for and complimentary to customs risk assessment

3,75 1,22

4,25 1,14

4,64

0,50

4,00 0,89

VR2

Re-use of business milestones and events ;Itis
possible for compliance authorities to re-use (or 'piggy
back ondéd) business control
milestones and event management to create visibility on
supply chains

3,42 1,31

3,75 1,29

3,82

1,17

3,00 1,33

VR3/
VR4

System based supervision as part of RBA; Itis
possible to use system based control (as defined by
scientific coordination memo 1) when there are identified
trusted parties, trusted data quality and control
mechanisms to distinguish between low-risk supply chains
and supply chains that need further investigation

4,18 0,75

4,73 0,47

4,10

0,74

3,89 1,27

VS1

Trust ; System based supervision gives the authorities a
high level of trust in and a guarantee of com pliance of the
certified organizations and business systems

4,09 0,70

4,00 0,77

4,10

0,99

3,00 1,12

VS2

Effectiveness ; System based supervision is effective in
separating less reliable business systems and
organizations from reliable ones

3,73 1,19

3,36 1,50

3,44

1,24

3,11 1,54
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scale: Low =1 to High = 5

To what extend do | Relevance to the Expected Possibility of
experts agree focus of complexity conflicts
with the Cassandra between parties
statement?
New Supervision (RBA & SBA) MEAN | STDEV | MEAN | STDEV | MEAN | STDEV | MEAN | ST DEV
VS3 | Efficiency for business ; System based supervision 4,00 1,10 4,00 1,00 3,67 1,12 3,11 1,54
contributes to more efficient security controls and
mechanisms for business, compared to transaction based
auditing, in terms of time and costs
VS4 | Efficiency for authorities  ; System based supervision 4,09 0,94 4,27 0,79 3,56 1,01 2,78 1,20
contributes to more efficient security controls and
mechanisms for authorities, compared to transaction
based auditing, in terms of time and costs
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Statements on data sharing in a pipeline concept

scale: Low =1 to High =5

To what extend do | Relevance to the Expected Possibility of
experts agree focus of complexity conflicts
with the Cassandra between parties
statement?
Data sharing MEAN | STDEV | MEAN | STDEV | MEAN | STDEV| MEAN | ST DEV
VD1 | Administrative burden reduction ; CASSANDRA resulty 3,58 1,24 3,75 1,29 3,50 1,27 3,00 1,41
in decreased administrative burden for the overall SC
VD2 |Win-win Adm/Log ; CASSANDRA provides a win-win 3,73 1,27 3,00 1,41 3,78 0,83 2,22 1,30
situation within business (
worl doé and Al ogistics worl ¢
milestones with legal and administrative milestones in a
pipeline (e.g. to support automatic billing, invoicing and
payment)
VD3 | Win -win Bus/Gov ; CASSANDRA provides a wirwin 4,00 1,26 3,91 1,22 4,00 0,71 3,67 1,12
situation for business and government by linking
operational information with legal requirements for
compliance and providing authorities with visibility based
on business milestones (re-use of business milestones and
events)
K1/ Risk profiles ; Security can be increased when authorities | 3,83 0,94 3,92 1,16 3,90 1,10 4,00 1,25
B3.1 |share risk profiles with business so that business can
improve business risk assessnent, processes and the
supply chain
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Requirements for the design of a CASSANDRA solution

scale: Low =1 to High =5

Relevance for the Relevance for Expected
Cassandra multiple actors complexity
project in the supply chain
MEAN | STDEV | MEAN | STDEV | MEAN | ST DEV
General design criteria for international supply chains
B1.1 |> Global scale ; CASSANDRA must bainiform and 3,60 1,26 4,44 0,73 5,00 0,00
feasible for SC organisations and their stakeholders at a
global scale
B1.2 |> Global compliance ; CASSANDRA must be able to 3,50 1,43 4,60 0,52 4,90 0,32
support compliance with a combination of international
and national regulations as well as commercial contracts
(Incoterms)
B1.4 |> Heterogeneous in scale and maturity ; CASSANDRA 3,90 1,37 4,00 0,82 4,30 0,95
must support diversity in scale and level of maturity and
their respective growth paths for different organisations
B1.5 |> Heterogeneous in '‘Organic' growth ; CASSANDRA 2,90 0,99 3,44 1,24 3,67 1,32
should support an organic growth wit h different speed
levels and with different adoption paths
B1.6 |> Heterogeneous in IT and standards ; CASSANDRA 4,00 1,00 4,60 0,52 4,22 0,83
must support diversity in existing IT implementations and
standards by different solution providers while also
working on international standards
B1.7 |> Heterogeneous in logistics networks ; CASSANDRA| 3,30 1,25 4,11 0,78 4,50 0,97
must support all possible logistics network structures and
developments in this area
B1.8 |> Dynamic supply ¢ hains ; CASSANDRA should support| 3,00 1,26 3,80 1,14 4,70 0,67
ever changing links and cooperations between different
organisations (due to continuous product and service
innovation)
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scale: Low =1 to High = 5

Relevance for the
Cassandra
project

Relevance for
multiple actors
in the supply chain

Expected
complexity

MEAN

ST DEV

MEAN

ST DEV

MEAN

ST DEV

B1.9

> Multiple layer supply chains ; CASSANDRA must
support a layered governance structure in supply chains
(where there is no single coordinator of the complete
chain but different parties that coordinate and have
subcontracted execution)

3,70

1,42

3,89

1,27

4,11

0,93

B1.10

> Heterogeneous in collaboration ; CASSANDRA must
support a diversity in level of collaboration (and thus also
existing levels of data sharing) between supply chains
partners and in business-government interaction

4,00

1,34

3,90

1,37

4,30

0,67

B1.11

> Heterogeneous in commercial products ;
CASSANDRA must & able to support a variety of
commercial products and their supply chains that demand
different risk profiles and categories, compliance and
security regimes

3,30

1,16

3,22

1,39

3,90

1,29

B1.12

> Heterogeneous in logistic services ; CASSANDRA
must be able to support a variety of logistic services that
are offered in the industry (e.g. FCL and LCL) that
demand different risk profiles and categories, compliance
and security regimes

3,45

1,44

3,80

1,23

3,60

1,26

New Supervision (RBA & SBA)

VR5

Flexible to changing risk analysis; CASSANDRA must
be able to support different and changing demands of
stakeholders on risk analysis procedures and outcomes
and on milestones and events

3,60

1,26

2,56

1,51

3,60

1,26

VS4

Flexible to changing processes and auditing;
CASSANDRA must be able to support different and
changing demands of stakeholders on processes and
auditing methodologies

3,36

1,29

3,60

151

4,11

0,78
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scale: Low =1 to High = 5

Relevance for the Relevance for Expected
Cassandra multiple actors complexity
project in the supply chain

MEAN | STDEV | MEAN | STDEV | MEAN | ST DEV

Data capture and Data sharing (Pipeline)

C1 Reliable data capture ; CASSANDRA muiscapture data 4,45 0,93 3,80 1,40 4,33 0,71
about the goods and their movements along the chain
accurately and from the most reliable source available
(e.g. at container consolidation point/consignment
completion point)

VR6 | Data quality and data richness ; CASSANDRA must be | 3,91 1,22 3,30 1,64 4,33 0,71
able to identify best quality source data and have data
validation mechanisms in place

Cc2 Complete data capture ; CASSANDRA must capture and| 4,36 0,67 3,60 1,26 4,11 1,05
combine data to provide users a high quality view on the
supply chain (as is defined by their visibility requirements)

C6 Real time data capture ; CASSANDRA must capture 3,00 1,10 3,00 1,25 4,22 0,97
data about the goods and their movements as much as
possible in real time, starting with initial order from buyer
to seller, to create full sc visibility

C7 Meta data ; CASSANDRA must be able to capture 3,18 1,54 2,70 1,77 3,78 1,64
different kinds of meta data that support the assessment
of data quality by different parties and building of trust
between parties

VD6 |Low entry barrier (data entry); CASSANDRA must 3,40 1,35 3,56 1,33 3,63 1,41
minimize data entry at start up for history and non -
digitized information

VD4/ | Open standards ; CASSANDRA must use open standards| 3,90 0,99 3,00 1,73 3,63 0,92
VD7.1 | to facilitate agreement on connectivity, data exchange
and business conditions which means the solution should
be managed in an open way, without restrictions in use
and predefined relations with a single supplier
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